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The OAP Founding Manifesto 
Our Cooperation Charter

Preamble: We live in an age of exponential change. Linear structures and hierarchical 
thinking are relics of a bygone world. We are not founding this project to predict the future, 
but to create the foundation for a desirable multiverse of futures. We are building an 
infrastructure based on European humanism and digital sovereignty. Our internal way of 
working is a reflection of what we want to create externally in the world: Future-proof and 
reflective, collaborative and self-aware.

Our 5 Core Principles 
1. The human is the purpose, not the means. 
Technology must serve human potential, not the other way around. Every line of code, 
every decision, and every partnership is measured against this principle. Our Personal AI 
is a tool to strengthen individual sovereignty. The OACP protocol is an infrastructure to 
strengthen fair competition for all. We do not build "smarter" cages; we give people tools 
for more freedom.


2. We think in ecosystems, not in silos. 
The greatest challenges of our time are interconnected and complex. We can only solve 
them together. We reject rigid roles and "departmental thinking." Our strength lies in our 
intersections and the ability to enrich the other's perspective as a sparring partner. We act 
as a networked intelligence where the joy and energy of the individual set the direction.


3. Transparency is non-negotiable. 
Trust is the currency of the future. We create trust not through marketing, but through 
radical transparency. Our code is open source. Our governance is open. Our decisions 
are traceable. We combat the "black box" logic of centralized platforms with the clarity of 
an open protocol. Every participant in the ecosystem has the right to know the rules of 
the game.


4. We build levers, not more walls. 
Our goal is to strengthen small and medium-sized enterprises and the individual, not to 
create new dependencies. We focus on the strategic levers—like software vendors—to 
enable millions of businesses to access the AI economy. OACP is not a "walled garden" 
but an open gate. We do not create new monopolies; we break up existing ones.


5. We are the first generation to actively shape the future as a 
resource. 
We understand that our internal stance shapes our external impact. We take the liberty to 
think and act non-linearly. We allow ourselves to act out of joy for the cause, knowing that 
this is the source of the most sustainable and impactful innovations. We take 
responsibility for building the infrastructure for a "Humane Market Economy"—as our 
legacy for those who come after us. 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1. Executive Summary

The Fork in the Road: A new AI economy is emerging. The world is on the cusp of a 
paradigm shift as fundamental as the invention of the internet. By 2035, the global 
economy will no longer be driven primarily by humans, but by autonomous AI agents. 
These agents will act, negotiate, and conduct transactions on our behalf—a new "AI-to-AI 
economy" is being born. The race to build the operating system for this new economy has 
officially begun. 
This transformation carries an existential threat: the cementation of a digital feudalism, 
where a handful of global tech giants control the central, proprietary AI platforms as 
gatekeepers. They dictate the rules, levy taxes, and use humanity's most intimate data to 
optimize their surveillance-based business models. 
The Counter-Proposal: The European Way. This whitepaper outlines the technological 
and strategic blueprint for an open, decentralized, and sovereign AI economy based on the 
values of freedom, data privacy, and fair competition. We are not just describing a product; 
we are describing the creation of the basic infrastructure for an "Airbus for the Personal 
AI"—a critical future infrastructure that secures digital sovereignty and economic 
competitiveness for the 21st century. 
Our Structure: The Unassailable Strategic Advantage. Our answer to this challenge is 
a deliberately dual organizational structure that resolves the fundamental conflict of 
interest of today's platforms: 

1. The non-profit OAP Foundation (Guardian of the Rules): An independent 
foundation under European law that develops and protects a family of open, 
license-free protocols as a fair and transparent "operating system" for the AI 
economy. 

2. The Commercial Champions (Players on the Field): Agile and innovative 
companies that create the most desirable products and experiences based on these 
fair rules. 

Our Strategy: The Double Helix. To prevail in this new race, we are pursuing a 
disciplined double-helix strategy. All initial resources are focused on two mutually 
reinforcing strands to generate unstoppable momentum: 

• Strand 1: The Foundation of Trust (OAEP). We are creating the universal, 
decentralized "digital passport system" for every AI agent with the Open Agent 
Exchange Protocol. It solves the problem that centralized systems cannot solve: 
trust without central control. This is our deepest strategic moat. 

• Strand 2: The Economic Proof (OACP Lighthouse Project). We are focusing on 
the implementation of a single application protocol (Open Agent Commerce 
Protocol) in a clearly defined pilot project. It will provide irrefutable proof that a fair, 
open system is not only ethically superior but also more profitable. 

The Impact: More than a Protocol. The successful establishment of this ecosystem will 
have a transformative effect on all levels: the recovery of digital sovereignty for the 
individual, a renaissance of fair competition for the European SME sector, and the creation 
of the foundation for a humane, participatory society in the exponential age. 
This document is more than a technical concept. It is an invitation to the pioneers and 
shapers of Europe to write the rules for the next generation of the internet together. 
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2. Introduction: Beyond Webshops – The Era of Autonomous 
Agents

The world is on the threshold of a new digital era, in which AI agents act as sovereign 
actors on behalf of people and companies. This transformation is as fundamental as the 
invention of the internet itself. Interaction with the digital world is changing from active 
"searching and clicking" to a delegated "commissioning and executing." Personal AI 
assistants will become autonomous agents that handle complex, multi-step tasks for us 
and serve as the primary interface to the digital world—a world where machines negotiate 
with machines. 
This development is not just a technological evolution; it is an economic and societal 
revolution. It creates a fundamental fork in the road, a decision about the future of our 
digital society: 

• The Path of Walled Gardens: This path leads to a digital feudalism. A handful of 
global gatekeepers control proprietary ecosystems, levy arbitrary taxes (the 
"gatekeeper tax"), and dictate the rules of competition. Innovation is stifled, the 
SME sector is marginalized, and the sovereignty of the individual is undermined. 

• The Path of Open Infrastructure: This path leads to an interoperable, 
decentralized, and fair market. It fosters innovation, strengthens small and medium-
sized enterprises (SMEs), and protects the digital dignity and sovereignty of users. 
It creates the foundation for a more just, participatory society in the exponential age. 

We have chosen the second path. 
This whitepaper describes more than just another protocol. It outlines the technological 
and strategic blueprint for the crucial basic infrastructure of this new economy—the "TCP/
IP of trustworthy digital interaction." 
To realize this vision, we are pursuing a model that has already proven successful in 
Europe: We are creating an "Airbus for the Personal AI." This is not a single company, 
but an ecosystem based on a deliberately dual organizational structure designed to 
resolve the fundamental conflict of interest of today's platforms: 

1. The non-profit OAP Foundation (Guardian of the Rules): A neutral, independent 
foundation that develops, maintains, and protects the open, license-free protocol as 
a fair and transparent "operating system" for the AI economy. 

2. The Commercial Champions (Players on the Field): Agile and innovative 
companies that develop the best products and services based on these fair rules 
and compete with each other. 

This document lays the foundation for this vision. It describes the architecture, 
governance, and strategy with which we will make this fair, sovereign, and interoperable 
AI-to-AI economy a reality for Europe and the world. 
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3. The Architecture of Sovereignty: A Layered Protocol

To create a robust, trustworthy, and flexible ecosystem, the architecture of the Open Agent 
Protocol is based on a deliberately layered philosophy. As with a well-constructed building, 
a solid foundation must be poured before specialized upper floors can be built upon it. In 
our ecosystem, trust is this foundation. Trust is not an optional feature; it is the 
indispensable prerequisite for any meaningful digital interaction. For this reason, we 
separate our architecture into two clear, complementary layers. 
Additionally, it is important to understand the OAP protocols as a purely semantic and 
logical layer. They define the language and the rules of interaction but are deliberately 
agnostic towards the underlying transport and storage infrastructure. While OAP 
interactions can take place over standard web technologies like HTTPS to ensure 
compatibility with the existing internet, the full potential of the ecosystem lies in using a 
fully decentralized infrastructure, such as the open-source project Holochain. 

3.1 Layer 0: Open Agent Exchange Protocol (OAEP) – The Trust 
Layer 
The OAEP is the foundation of the entire ecosystem—the "digital passport system" for 
the AI-to-AI economy. It standardizes how agents securely identify, authenticate, and 
establish a trustworthy communication relationship. Every single interaction in the 
ecosystem must begin with an OAEP handshake. 
The core functions are: 

1. Sovereign Identity: Based on the open W3C standards for Decentralized 
Identifiers (DIDs) and Verifiable Credentials (VCs), OAEP enables every user, every 
organization, and every device to have its own decentralized digital identity that 
they control themselves and which cannot be revoked by a central provider. 

2. Tiered Trust (eIDAS-compliant): By integrating the principles of the EU's eIDAS 
regulation, OAEP supports a tiered trust model. This ranges from the simple 
Advanced Electronic Signature (AES) for everyday interactions to the legally 
equivalent Qualified Electronic Signature (QES) for highly binding contracts and 
transactions. 

3. Security by Design: Through the mandatory use of verifiable identities, the 
protocol prevents anonymous mass spam and fraud from the ground up. All 
communication channels must be secured exclusively via TLS 1.3 or higher, and a 
zero-knowledge approach is the guiding principle to ensure the privacy of user data 
at all times. 

4. Managed Trust and Revocation: Trust is not static. OAEP defines a non-
negotiable mechanism to check and revoke the validity of Verifiable Credentials at 
any time. This ensures that compromised or outdated credentials can be taken out 
of circulation, which is essential for real-world applications. 

5. Interoperable Identity & Discoverability (Discovery): The protocol supports 
several standardized DID methods—from simple, ephemeral identities (did:key) to 
verifiable identities linked to existing organizations (did:web). Each decentralized 
identity contains the necessary information ("Service Endpoints") to securely find 
the agent in the network. 

6. Sovereign Key Management: Control over the private keys lies exclusively with 
the user. The system is built on a "Hardware-First" approach, where keys are 
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generated and stored in a secure hardware enclave. It also defines clear, user-
controlled processes for key rotation and recovery. 

3.2 Layer 1: The Application Protocols – Modules for a 
Sovereign Life 
Built upon the secure and authenticated connection established by OAEP are the 
specialized application protocols. They are the "upper floors" of the building—modular, 
extensible, and designed for specific areas of life. They define the "vocabulary" and 
"grammar" for interaction in these domains. 
The protocol family includes: 

1. Open Agent Commerce Protocol (OACP) – For Commerce & Business: The 
first and most important application protocol. It standardizes fair, transparent, and 
legally secure trade between AI agents and is the engine of the decentralized 
economy. 

2. Open Agent Payment Protocol (OAPP) – For Finance & Payments: Enables 
direct Peer-to-Peer (P2P) payments, especially for the Digital Euro, and 
disintermediates traditional payment gatekeepers. 

3. Open Agent Robotics Protocol (OARP) – For the Physical World: Standardizes 
secure communication between Personal AIs and physical actuators like robots and 
smart home devices. 

4. Open Agent Health Protocol (OAHP) – For Health & Well-being: Defines a 
patient-centric standard for the sovereign exchange of health data under the full 
control of the user. 

5. Open Agent Collaboration Protocol (OACoP) – For Productivity & 
Collaboration: Standardizes collaborative processes like the autonomous, 
millisecond-fast coordination of appointments and the management of shared 
projects. 

6. Sovereign Feed Protocol (SFP) – For Information & Media: Creates a 
decentralized, censorship-resistant infrastructure for the publication and 
consumption of information, free from central, manipulative algorithms. 

7. Open Deliberation Protocol (ODeP) – For Society & Discourse: Defines 
structures and processes for a common-good-oriented, fact-based, and deliberative 
digital discourse. 

8. Sovereign Voting Protocol (SVP) – For Democracy & Elections: Defines a 
process for secure, anonymous, and universally verifiable democratic elections. 

This two-layer architecture guarantees maximum security and stability on the base layer 
(OAEP) while simultaneously enabling unlimited flexibility and extensibility on the 
application layer. It is the foundation for a diverse and resilient digital ecosystem. 
This architecture is not just theoretical. It has been formulated in detail in an initial draft. 
The technical specifications for the Open Agent Exchange Protocol (OAEP) v0.1, the Open 
Agent Commerce Protocol (OACP) v0.1, and the other protocols can be found in Appendix 
B. They serve as a 'strawman proposal' to initiate the technical discussion with developers 
and the 'Founding Partners'. 
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4. Governance & Funding: An Independent Foundation 
for Open Infrastructure

To turn the revolutionary vision of an open, sovereign AI ecosystem into reality, an anchor 
of trust is needed—an organization whose sole goal is the common good and the long-
term stability of the ecosystem. The Open Agent Protocol (OAP) Foundation assumes 
this role. It is the conscience of the ecosystem, the rock in the surf, while commercial 
partners are the agile speedboats driving innovation on the ocean secured by the 
Foundation. 

4.1 Mission, Legal Form & Headquarters: A Neutral Rock in the 
Surf 

• Mission: The OAP Foundation develops, maintains, and promotes the entire family 
of open protocols (OAEP and all application protocols built upon it) as a global 
standard for a secure, humane, and fair AI-to-AI economy. It ensures that the digital 
sovereignty of the individual is preserved at all times. 

• Legal Form & Headquarters: To credibly anchor this mission, the Foundation is 
established as an independent, non-profit foundation under Austrian law based 
in Vienna. The location was deliberately chosen to combine several strategic 
advantages: 

1. Political Neutrality: Austria's position within the EU is ideal for acting as a 
neutral mediator for a pan-European movement. 

2. Strong Legal Framework: A stable, EU-compliant legal system guarantees 
the independence and longevity of the Foundation. 

3. Central Location: As a geographical and cultural hub in the heart of Europe, 
Vienna is the ideal place to bring together the community from East and 
West. 

4.2 The Governance Structure: A Balance of Power 
The structure of the Foundation is designed to create a balance between professional 
management, technical excellence, ethical oversight, and the voice of the community. 

• The Executive Board: A small, professional full-time team that manages daily 
operations. Its main tasks are fundraising, financial management, and the official 
representation of the Foundation to politics and the public. 

• The Technical Steering Committee (TSC) – The Technical Heart: This body is 
responsible for all technical decisions regarding the further development of the 
protocols. Its composition is the key to neutrality and prevents the dominance of 
individual interest groups. Of the seven (7) seats: 

◦ Two (2) seats for "Founding Partners": Reserved for strategic founding 
partners who, as initiators, make a significant contribution and ensure market 
relevance. 

◦ Five (5) seats for the neutral majority: Consisting of three elected 
community representatives and two appointed, independent experts. This 5-
to-2 structure ensures that the technical control of the ecosystem is always in 
the hands of a neutral majority supported by the community. 
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◦ (Note: The technical heart of the Foundation is the Technical Steering 
Committee (TSC), whose exact mode of operation is defined in the Charter 
in Appendix A.) 

• The Policy & Ethics Advisory Board (PEAB) – The Ethical Conscience: An 
independent, honorary body of external, high-ranking experts (leading law 
professors, AI ethicists, representatives of civil society organizations). The PEAB is 
the ultimate guarantee that the Foundation remains true to its mission. Its most 
important power is a veto right on TSC decisions that could violate the 
fundamental ethical or data protection principles of the ecosystem. 

4.3 The Legal Framework: Principles of Sovereignty 
The legal framework of the ecosystem is designed to make the openness of the standards 
irreversible and to prevent a hostile takeover ("Embrace, Extend, Extinguish"). 

• Protection of the Specification (Copyleft): The protocol specifications themselves 
are published under a Creative Commons Attribution-ShareAlike 4.0 (CC BY-
SA) license. This "ShareAlike" principle forces anyone who creates a derived 
version to also place it under the same open license. Proprietary extensions of the 
standard are thus legally impossible. 

• Protection of the Code (Copyleft): All reference implementations developed by 
the Foundation are under the GNU Affero General Public License (AGPLv3). This 
strong copyleft license ensures that anyone who modifies the code and offers it 
over a network must also publish their changes. 

• Protection of Conformity (Trademark Law): The name "OAP" and the "OAP 
Certified"™ seal are protected trademarks of the Foundation. They may only be 
used by implementations that are demonstrably compliant with the official standard. 
This protects users and developers from fragmented, incompatible versions and 
creates a clear incentive to stick to the rules. 

• Polluter Pays Principle (Accountability): The Foundation and the protocol are 
infrastructure. Every legally binding transaction (e.g., a purchase) is 
cryptographically signed by the user with a QES, thereby assuming full 
responsibility for the action. 

4.4 Sustainable Financing: A Fair and Independent Model 
The business model is based on the principle: We finance ourselves through the value 
we donate to the entire ecosystem as a public good. The costs for the infrastructure 
are primarily borne by the large, commercial players who benefit the most. For developers, 
SMEs, and non-profit projects, the use of the protocols is and remains free of charge. 
Financing rests on three pillars, which gain importance depending on the maturity phase of 
the ecosystem: 

• Pillar 1: Strategic Seed Funding (Phase 1: Foundation & Coalition): Covering 
initial costs through a mix of philanthropic funding (foundations for digital rights), 
public funding (e.g., EU Horizon Europe), and one-time founding donations from 
strategic "Founding Partners." 

• Pillar 2: Value Creation from the Ecosystem (Phase 2 & 3: Growth): Creation of 
a sustainable revenue stream that makes the Foundation independent in the long 
term. Sources include: 

◦ Conformity Certifications: An annual "OAP Certified" seal for large 
commercial enterprises (> €50 million revenue); for them, the seal is an 
important marketing and compliance instrument. 
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◦ Premium Memberships: The opportunity for strategic partners to acquire a 
permanent seat on the TSC or a voting seat in the General Assembly. 

• Pillar 3: Ethical Data Insights (Phase 3: Maturity): In the mature phase of the 
ecosystem, an additional revenue source will be unlocked through the sale of fully 
aggregated and anonymized market reports. This happens under an 
uncompromising ethical guarantee: 

◦ Technology & Ethics: The "Differential Privacy" Guarantee: All analyses 
are conducted exclusively using "Differential Privacy" (DP) frameworks. 
This is not an optional technology, but the mathematical foundation that 
guarantees that no conclusions can be drawn about the data or behavior of 
an individual user from the published statistics. The protection of privacy is 
not a marketing claim here, but a mathematical guarantee. 
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5. Vision & Impact: The Transformation of the European 
Economy and Society

The Open Agent Protocol (OAP) framework is not just a technological innovation; it is a 
catalyst specifically designed for fundamental change. It is the technological foundation for 
a fairer, more sovereign, and more resilient digital society. The successful establishment of 
the OAP ecosystem in Europe will have profound and positive impacts on microeconomic, 
macroeconomic, and socio-economic levels. This chapter outlines the dimensions of this 
transformation. 

5.1 Microeconomic Impacts: The Renaissance of Fair 
Competition 
At the level of individual businesses, especially small and medium-sized enterprises 
(SMEs), the OAP framework will shift the balance of power in favor of quality and genuine 
innovation. 

• Radical Disintermediation: The open protocols enable direct peer-to-peer 
transactions and break the power of centralized gatekeepers (e.g., Booking.com, 
Amazon, App Stores). The infamous "gatekeeper tax" of 15-30% on transactions 
and revenues is eliminated, which massively strengthens the profitability and 
competitiveness of European SMEs and gives them back urgently needed capital 
for investment and growth. 

• Hyper-competition Based on Quality: In a world where AI agents search 
objectively based on the best, verifiable criteria, it's no longer the largest marketing 
budgets that win, but the best products and services. Claims about sustainability or 
origin must be backed by cryptographically secured proofs (Verifiable Credentials). 
This forces companies towards genuine innovation and rewards quality over loud 
advertising. 

• The Rise of a New "Agent Economy": The ecosystem creates new professional 
fields and business models, from developers of specialized agents ("Skills") to AI 
ethics auditors. Through the use of serverless, efficient P2P architectures like 
Holochain, the operating costs for participating in this economy are drastically 
reduced. Companies no longer need expensive, scalable server infrastructures, 
which represents a direct cost advantage and fosters bottom-up innovation. 

5.2 Macroeconomic Impacts: The Reclamation of Digital 
Sovereignty 
At the level of the entire EU economic output, the ecosystem will become a strategic 
geopolitical advantage. 

• Repatriation of Digital Value Creation: Hundreds of billions of euros that currently 
flow annually to non-European tech corporations in the form of advertising spend, 
app store commissions, and platform fees will remain within the European single 
market. This has a direct, positive effect on the European GDP, the tax base, and 
Europe's ability to invest in its own technological future. 

• Creation of a European Export Champion: The OAP ecosystem itself will 
become the "Airbus for the Personal AI." A highly profitable export good based on 
European values, which is attractive worldwide for regions seeking a sovereign 
alternative to the Sino-American duopoly. 
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• Catalyst for a European Technology Revival: The initiative triggers a wave of 
investment across the entire European tech landscape—from semiconductors and 
robotics to AI research. The demand generated by the OAP ecosystem creates a 
domestic market for European cutting-edge technology. 

5.3 Socio-Economic Transformation: The Humane "Post-Labor 
Economy" 
The most profound impacts will affect the structure of our society and the way we live and 
work. 

• Radical Productivity Increase: The automation of routine tasks by personal AIs 
creates the economic foundation for new social models like "community basic 
income." It enables a society that is no longer based primarily on wage labor, but on 
purpose and contribution. 

• Monetization of the Common Good: By linking social models with volunteer 
engagement, unpaid but socially invaluable activities (care, culture, community 
work) are made economically visible and valued for the first time. 

• Strengthening Democracy: The personal AI becomes a tool for fact-based, 
deliberative discourse. It helps citizens understand complex issues and enables 
secure, sovereign digital elections (via SVP). It is a direct antidote to the algorithmic 
polarization that undermines democratic processes today. 

• Liberation of Time & Focus: Through the elimination of digital noise and the 
automation of daily stress, the ecosystem gives people back their most valuable 
resources: time for learning, for creative development, for family, and for the 
community. It is the technological foundation for a society in which human potential 
can flourish. 
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6. Roadmap & Call to Action

6.1 Core Philosophy: The Double-Helix Strategy 
Establishing an entire ecosystem is not a linear process, but a highly dynamic one. A plan 
that tries to do everything at once is doomed to fail. Our core philosophy, therefore, does 
not follow a broad, scattered approach, but a surgically precise strategy designed to 
generate maximum, irreversible momentum with limited resources. We call it the Double-
Helix Strategy. 
This strategy recognizes that the race for the infrastructure of the AI economy has officially 
begun. To win it, we must focus on the two decisive, mutually reinforcing elements that 
form the core of our unassailable advantage. These two strands support and accelerate 
each other and form the foundation for everything that follows. 

• Strand 1: The Foundation of Trust – The Focus on OAEP This is the consistent 
focus on the development and standardization of Layer 0, the Open Agent 
Exchange Protocol (OAEP). It is the universal, neutral "digital passport system" for 
every AI agent, based on sovereign identity and eIDAS-compliant signatures. OAEP 
solves the most fundamental problem that centralized, proprietary systems, by 
design, cannot solve: trust without central control. It is our deepest and hardest-
to-copy strategic moat, the "Switzerland of digital identity." 

• Strand 2: The Economic Proof – The OACP Lighthouse Project This is the 
laser-focus on the successful implementation of a single, yet highly effective, 
application protocol: the Open Agent Commerce Protocol (OACP). We will prove its 
superior value in a single, clearly defined pilot project because it delivers 
irrefutable proof of the economic benefit. Nothing convinces businesses more 
than a measurable ROI. By demonstrating that OACP eliminates the "gatekeeper 
tax" of 15-30%, we will create a massive pull-effect that drives the adoption of the 
entire framework. 

The core of the strategy lies in the inseparable connection of these two strands: The 
OACP Lighthouse Project is not credible without the trust and legal certainty of OAEP. The 
successful implementation of the OACP project, in turn, is the strongest proof of the 
necessity and superiority of OAEP, driving its adoption as a global standard. 
Conclusion: We are not chasing seven rabbits at once. Our entire go-to-market 
strategy for the first 24 months is designed to concentrate all available resources on 
developing the OAEP foundation and launching the OACP Lighthouse Project. 

6.2 The Three Phases of Implementation (2025-2029) 
Our implementation plan is a parallel process of technological sprints and strategic cycles. 
Phase 1: Founding & Coalition (Months 1-12 | Q4 2025 – Q3 2026) 

• Goal: To lay the foundation, validate the vision with key partners, and create the 
technological base. 

• Milestones: 
◦ Months 1-4: Publication of this whitepaper (v6.0) and launch of the website. 

Finalization of the business plan and securing of seed funding. 

◦ Month 4: Formal establishment of the independent OAP Foundation in 
Austria. 

◦ Months 5-9: Intensive, confidential negotiations with the "Founding 
Partners." In parallel, development of the core specification v0.1 and a Proof-
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of-Concept (PoC) based on Holochain to demonstrate the advantages of the 
decentralized architecture. 

◦ Goal by Month 9: Signing of at least 3-5 Letters of Intent (LoIs) with 
strategic partners from the core areas: AI Model, Hardware, Robotics, 
Sovereign Cloud, and E-Commerce. 

Phase 2: Market Entry & Validation (Months 13-24 | Q4 2026 – Q2 2027) 
• Goal: To prove product-market fit, generate initial revenue, and start an 

unstoppable movement. 
• Milestones: 

◦ Q1 2027 (Easter): The "Big Bang" Launch Event. Announcement of products 
by the Founding Partners. 

◦ Q2 2027: Start of the "Public Beta Program" for influencers and execution of 
the first OACP Hackathon to activate the developer community. 

Phase 3: Scaling & Ecosystem Dominance (Months 25-48 | Q3 2027 – Q2 2029) 
• Goal: To evolve from a niche product to a mainstream alternative with at least 10% 

market share in Europe and to cement the network effect. 
• Milestones: 

◦ Q3/Q4 2027: Launch of the first "Digital Life" products with a leading telecom 
partner in a pilot market. 

◦ 2028/2029: OACP is recognized by the EU Commission as a compliant 
standard for the interoperability requirements of the Digital Markets Act 
(DMA). This is the decisive political victory. 

◦ 2029: The OAP Foundation launches the "OACP Certified" program. 

6.3 Horizon 2030+: Preparing for the Exponential Economy 
Our responsibility does not end in 2029. A protocol for the 21st century must be designed 
to be anticipatory. While our operational resources are focused on implementing the 
double-helix, our strategic research streams are already addressing the "blind spots" of 
today that will be the reality of tomorrow: 

1. The Protocol for the Metaverse (OAMP): We are designing the Open Agent 
Metaverse Protocol to define how AI agents will navigate, trade, and interact in 
immersive 3D worlds. 

2. Preparing for the Quantum Leap (PQC): The OAP framework is designed for 
Post-Quantum Cryptography (PQC) from day one. This is not an optional feature, 
but a non-negotiable characteristic for the long-term security of the ecosystem. 

3. The Protocol for the Knowledge Economy (OAKP): We will expand the vision 
with the Open Agent Knowledge Protocol to enable agents to autonomously trade 
and verify "knowledge assets" (datasets, AI models). 

This anticipatory design ensures that the OAP Foundation will live up to its role as the 
guardian of a long-term stable and sovereign digital future. 

6.4 Shape the Future of the Digital Economy with Us! 
This is more than a technical project; it is a movement to create a more open, fair, and 
sovereign digital future. We invite you: 
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• Developers: Get involved in the specification and the open-source implementations 
on GitHub. Help us build the cornerstones of a better digital world. 

• Companies & Platforms: Become a founding partner and actively shape the rules 
of future commerce. Secure your place in an ecosystem that is designed for 
fairness and innovation instead of control and taxation. 

• Policymakers & NGOs: Support an initiative that proactively implements the goals 
of the Digital Markets Act and strengthens Europe's digital sovereignty. Help us 
establish the technological blueprint for Europe's active and sovereign participation 
in the greatest economic transformation of the 21st century. 

Visit us at oap.foundation to read the full concept and become part of this movement. 
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7. Implementation in Code

A specification alone is worthless. Adoption depends on excellent reference 
implementations and a first-class "Developer Experience." To massively accelerate 
development and focus on our core competency—the semantic and logical protocol layer
—we are pursuing a four-part strategy that is perfectly aligned with our double-helix: 

1. Platform Accelerator through Holochain (The Reference for Decentralization) 
We will develop the first official reference implementation of OAEP (Strand 1) on the 
agent-centric platform Holochain. Holochain is not an arbitrary technical choice, but 
the technological equivalent of our philosophy: It provides a ready-to-use, scalable 
P2P layer that operates without central servers and has data sovereignty built-in 
natively. This saves us years of development effort on the basic infrastructure and 
allows us to realize the lighthouse project in record time. 

2. Pragmatic Reference Implementations (The Bridge to the Industry) In parallel, 
the OAP Foundation will develop open-source reference libraries in standard 
industry languages (TypeScript/JavaScript for Web & Node.js, Rust for high-
performance & security, Python for AI integration). In the initial phase, we will focus 
exclusively on OAEP and OACP. This ensures that any existing online shop and 
any FinTech startup can immediately become part of the "coalition of the willing" 
without needing any exotic new technology. 

3. SDKs & "Developer Experience" (DevEx) We understand that most developers 
are not cryptography experts. Our high-level Software Development Kits (SDKs) 
must completely abstract away the complexity. An online shop developer doesn't 
need to know how a DID works; they only need to know how to initiate a legally 
sound transaction. 
◦ Wrong (too complex): 

createDID(user).sign(payload).broadcast(dht).await(response) 
◦ Right (our vision): await oacp.requestOffer({ product: 'Sustainable 

Sneaker', maxPrice: 120 }) 
Such a radically simple "Developer Experience" is the most powerful lever for 
fast and broad adoption. 

4. Developer Relations (DevRel) as a Core Mission Code doesn't explain itself. 
From day one, we will dedicate a significant budget and staff to "Developer 
Relations." This is not a marketing afterthought, but a central mission of the 
Foundation. This includes first-class interactive documentation, "Getting Started" 
tutorials, an active presence on developer platforms (GitHub, Stack Overflow), and 
direct support for the first integration partners of the lighthouse project. 
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8. Strategy Against Monopolization: An Asymmetric 
Defense

8.1 The Reality of the Fight: We Don't Play Their Game 
We are aware of the reality: The established gatekeepers like Google, Apple, Amazon, and 
Meta will not stand idly by as an open ecosystem threatens their most profitable business 
models. They possess virtually unlimited financial resources, billions of users, and control 
over the operating systems. A direct, frontal assault on their home turf—with competing 
advertising budgets or by attempting to outdo a closed system—would be doomed to fail. 
Our defense strategy is therefore fundamentally asymmetric. We do not fight their 
strengths directly; instead, we create a new playing field with new rules, where their old 
strengths become irrelevant or even turn into weaknesses. Our defense is not based on a 
single wall, but on four interlocking and mutually reinforcing rings of defense. 

8.2 Defense Ring 1: The Techno-Legal Fortress (Standard & 
Code) 
The first and innermost line of defense protects not just the code, but the integrity of the 
standard itself. It is designed to make an "Embrace, Extend, Extinguish" strategy 
economically and legally impossible. This fortress rests on three pillars: 

1. Protection of the Code (AGPLv3): All reference implementations of the core 
protocols developed by the OAP Foundation are licensed under the GNU Affero 
General Public License (AGPLv3). 
◦ Impact: This strong copyleft license requires anyone who modifies the 

software and offers it over a network to also publish their changes under the 
same open license. This makes it legally impossible for a competitor to take 
our code, turn it into a proprietary, closed version, and capture the 
ecosystem. 

2. Protection of the Specification (CC BY-SA 4.0): The protocol specifications 
themselves are the real target of an attack. Therefore, they are protected 
separately. 
◦ Impact: By publishing under the Creative Commons "ShareAlike" license 

(CC BY-SA 4.0), it is ensured that any extended or modified version of the 
specification must also remain open. A competitor can no longer legally 
"embrace, proprietarily extend, and then extinguish" the standard. They are 
forced to give their innovations back to the community. 

3. Protection of Conformity (Trademark Law): The "OAP Certified"™ brand is a 
decisive tool for defending interoperability. 
◦ Impact: An actor who creates an incompatible version of the protocol is not 

allowed to advertise it as "OAP-compatible." This devalues any attempt to 
fragment the market with incompatible extensions, as users and companies 
will recognize the official seal as a guarantee of true interoperability. 

4. Protection through Architecture (Decentralization): The protocols are 
decentralized by nature. 
◦ Impact: There is no central server to attack or take over. There is no central 

database to buy. Power is distributed among the sovereign users and their 
Personal AIs. A monopolist cannot "buy" a decentralized peer-to-peer 
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network. They would have to convince every single user—and that is a battle 
they will lose on the level of values. 

8.3 Defense Ring 2: The Political Alliance (Regulatory Judo) 
We use the political reality of Europe—especially the regulatory pressure on Big Tech—as 
our greatest weapon. We practice "regulatory judo" by using the opponent's strength (the 
pressure from laws) against them. 

1. From the Regulated to the Standard-Setter: We do not wait for regulation; we 
design it proactively. The OAP Foundation acts as a solution provider for the EU 
Commission. 
◦ Impact: We are positioning OACP and the entire protocol family as the 

technical reference implementation for the interoperability requirements of 
the Digital Markets Act (DMA). Instead of the EU setting vague rules, we 
deliver a finished, functional standard backed by a European industry 
alliance. This makes it extremely attractive for politicians and regulators to 
recognize our standard as the "gold standard." 

2. The "Airbus" Narrative: We are positioning the entire OAP project not as a single 
startup, but as an "Airbus for the AI Economy"—a strategic Project of Common 
European Interest (IPCEI). 
◦ Impact: This elevates the discussion from mere economic development to a 

geopolitical level. It secures long-term political support and creates a strong 
incentive for national governments to promote and protect the ecosystem. 

8.4 Defense Ring 3: The Economic Gravity Well (Network 
Effects) 
We are creating a market whose economic logic is so compelling that it develops its own 
pull—a gravity well from which it is difficult for competitors to escape. 

1. The Price Advantage of Openness: The use of the open protocols is free for 
SMEs and developers. There is no 30% App Store commission or hidden fees. 
◦ Impact: Any proprietary alternative from Apple or Google would either have 

to be free as well (which contradicts their business model) or would be more 
expensive and less attractive from the outset. We win the price war by 
refusing to fight it. 

2. The "Founding Alliance": Through the early involvement of champions from all 
key industries (Mistral, Nokia, Neura, banks, media, telecom, etc.), we are creating 
a critical mass from day one. 
◦ Impact: This generates an immediate, massive network effect. New 

developers and companies will join the ecosystem where all the important 
partners and the most advanced technology are already gathered. 

8.5 Defense Ring 4: The Social Immune System (The Power of 
the Movement) 
The strongest and hardest-to-copy protection is not technology or politics, but a convinced 
community that believes in a shared mission. 

1. Trust as a Currency: Our entire ecosystem is designed for maximum transparency 
and user sovereignty. Our brand, OAP, will become a synonym for trust. 
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◦ Impact: Any alternative from Google or Apple will be met with deep distrust 
from the start. The question will always be: "Does this AI really serve me, or 
does it serve the advertising business / the App Store model?" They can 
hardly catch up to this head-start in trust. 

2. Transparent Governance: The open, transparent governance of the OAP 
Foundation is an immune system. 
◦ Impact: Any attempt by an actor to "bend" or close the protocol for its own 

benefit would be immediately visible to the public and would trigger a 
massive outcry from the developer community and partners. This creates 
strong social pressure to remain true to the open ideal. 
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Appendix A 
Charter of the Technical Steering Committee (TSC) of the OAP 
Foundation 
Preamble 
The Technical Steering Committee (TSC) is the highest technical decision-making body of 
the OAP Foundation. Its highest commitment is to the long-term health, security, 
interoperability, and neutrality of the Open Agent Protocol (OAP) Ecosystem. The TSC acts 
in the interest of the entire community—from developers and partners to end-users—and 
not in the sole interest of individual organizations. It is the engine of technical evolution 
and, at the same time, the guardian of the protocol's architectural integrity. 
Article 1: Mission & Mandate 
The TSC is responsible for the technical direction and evolution of the OAP Framework. Its 
core responsibilities include: 

1. Technical Vision: The definition, maintenance, and evolution of the technical vision 
and the fundamental architectural principles of the ecosystem. 

2. Protocol Lifecycle: The governance of the entire lifecycle of all protocols (e.g., 
OACP, OAHP)—from initial conception through specification and adoption to 
versioning and potential deprecation. 

3. Quality & Standardization: Ensuring the highest technical quality, consistency, 
security, and strict backward compatibility of the protocol specifications. 

4. Working Groups (WGs): The authorization, oversight, and formal dissolution of 
topic-specific Working Groups that carry out the detailed work on individual 
protocols. 

Article 2: Composition & Membership 
The TSC is designed as a "balance of power" to ensure a diversity of perspectives and to 
prevent the dominance of any single interest group. 

1. Total Size: The TSC consists of seven (7) seats. 
2. Seat Allocation: This 5-to-2 allocation is deliberately chosen to ensure that the 

technical governance of the ecosystem always remains in the hands of a neutral, 
community-driven majority. 
◦ Two (2) Seats for "Founding Partners": Reserved for strategic founding 

partners who make a demonstrably significant contribution to the 
development of the ecosystem. These seats ensure the market relevance 
and expertise of the core implementers. 

◦ Three (3) Seats for "Elected Community & Ecosystem 
Representatives": These members are elected in an annual, transparent 
process by the community of OAP developers and implementers. They are 
the guardians of neutrality and represent the interests of the broad open-
source community and SMEs. They form the largest single faction. 

◦ Two (2) Seats for "Appointed Independent Experts": These members are 
appointed by the Foundation's Executive Board based on their outstanding, 
independent technical expertise in critical areas (e.g., cryptography, network 
security, data protection law). They act as the neutral, technical conscience. 

3. Term & Rotation: 
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◦ The regular term of office for all seats is two (2) years. 
◦ Elections and appointments are staggered so that approximately half of the 

seats are renewed each year to ensure continuity. 
◦ Re-election or re-appointment is limited to a maximum of two consecutive 

terms. 
Article 3: Roles & Responsibilities in the Committee 

1. Chairperson: The TSC elects a Chairperson from among its members for a one-
year term. The role of the Chair is to moderate meetings, ensure compliance with 
the Charter and the decision-making process, and handle official communication of 
TSC decisions. The Chair has no additional voting power. 

Article 4: Decision-Making Process 
All technical decisions in the TSC follow a graduated process that prioritizes consensus 
and quality over swift majority rule. This process is based on the principle of balanced 
consensus, which places the long-term neutrality of the protocol above the commercial 
interests of individual actors. 

• Stage 1: Seeking Consensus: The primary goal is to find a solution that all 
members can actively agree to. The process aims to integrate all concerns raised. 

• Stage 2: Consent Check (Systemic Consensing): If consensus is not possible, 
the process checks for serious, reasoned objections to a proposal. An objection is 
blocking if it plausibly demonstrates that the proposal would harm the core 
principles or the long-term mission of the Foundation. 

• Stage 3: Protection of Neutrality (Veto Right of the Neutral Majority): Should 
Stages 1 and 2 fail and a vote become necessary, this fundamental safeguard 
comes into effect. No decision can be passed if a majority of the neutral faction 
(i.e., at least 3 of the 5 members from the Community Representative and 
Independent Expert groups) formally votes against it. This mechanism ensures 
that the "Founding Partners" must find broad acceptance for fundamental changes 
and that the TSC cannot be fractured by a narrow, polarizing majority. 

• Stage 4: Majority Vote: Only if the previous stages fail and the veto of the neutral 
majority is not triggered will the process move to a formal vote to ensure the ability 
to act. 

◦ Simple Majority (4 of 7 votes): Required for regular decisions (e.g., 
accepting a WG update). 

◦ Qualified Majority (5 of 7 votes): Required for fundamental decisions (e.g., 
adopting a new major protocol version, changes to the architecture). 

• Stage 5: Veto Right of the Policy & Ethics Advisory Board (PEAB): Any 
decision made by the TSC can be vetoed by the PEAB within 14 calendar days. A 
veto is only permissible if the decision demonstrably violates the ethical principles of 
the Foundation as laid down in its founding statutes. A veto is final and binding, and 
the corresponding proposal will be sent back to the TSC for revision. 

Article 5: Transparency & Communication 
Radical transparency is a core principle of the Foundation. 

1. Public Channels: All technical discussions take place on publicly accessible and 
archived channels (e.g., GitHub, public mailing list). 

2. Public Meetings: All TSC meetings are live-streamed and recorded. Agendas and 
related documents are published in advance. 
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3. Public Minutes: Detailed meeting minutes, including voting records (by name), are 
published promptly. 

Article 6: Conflict of Interest (COI) 
All members of the TSC are bound by the separate and binding Conflict of Interest Policy 
of the OAP Foundation. They are obligated to fully disclose potential conflicts of interest 
and to recuse themselves from decisions where they are conflicted. 
Article 7: Amending the Charter 
Amendments to this Charter require a broad consensus on their necessity and content. 
They must be passed with a two-thirds majority (at least 5 of 7 votes) of the TSC and 
additionally be ratified by the Executive Board of the OAP Foundation. 
Article 8: Entry into Force 
This Charter shall enter into force upon its adoption by the Founding Board of the OAP 
Foundation. 
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Appendix B 
Appendix: The Technical Vision – The OAP Framework 
The Open Agent Protocol (OAP) Framework 
The OAP Framework is a layered architecture that builds on a universal foundation and 
enables specialized application protocols. 

Layer 0: The Foundation – The Trust Layer 
1. Open Agent Exchange Protocol (OAEP) 

• Purpose: Serves as the universal "digital passport system" for the entire 
ecosystem. It is the mandatory foundation for every secure interaction between two 
agents. 

• Core Functions: 
◦ Identity: Standardizes the use of W3C Decentralized Identifiers (DIDs) 

and Verifiable Credentials (VCs) to create a sovereign, tamper-proof digital 
identity for every user and every service. 

◦ Authentication: Defines the process of a secure, cryptographic 
"handshake" between two agents to establish a trusted and end-to-end 
encrypted communication link. 

◦ Legal Compliance: Integrates the standards of the EU eIDAS Regulation 
to enable tiered electronic signatures (FES & QES) that are legally binding. 

Layer 1: The Application Protocols – The Modules for Life 
These protocols build upon the secure OAEP connection and define the "vocabulary" and 
"grammar" for specific interaction domains. 
2. Open Agent Commerce Protocol (OACP) 

• Purpose: Standardizes commerce, negotiation, and legally secure transactions 
between AI agents. It is the "killer app" of the ecosystem and the engine for the 
decentralized economy. 

• Use Cases: Product searches, price negotiations, bookings (travel, hotels), service 
commissioning. 

3. Open Agent Payment Protocol (OAPP) 
• Purpose: Standardizes direct Peer-to-Peer (P2P) payment processing, 

especially for the Digital Euro. It is the technological foundation to disintermediate 
payment gatekeepers. 

• Use Cases: Secure, direct payment for goods and services between the wallets of 
users. 

4. Open Agent Robotics Protocol (OARP) 
• Purpose: Standardizes the secure communication and task delegation between a 

Personal AI (software) and physical actuators (hardware). 
• Use Cases: Control of humanoid household robots, smart kitchen appliances, and 

other "OAP-compatible" devices in the smart home. 
5. Open Agent Health Protocol (OAHP) 
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• Purpose: Defines a sovereign, patient-centric standard for the secure exchange 
of health data. 

• Use Cases: Communication between Personal AIs and doctors, hospitals, and (in 
an abstracted form) insurance companies, always under the full control of the 
patient. 

6. Open Agent Collaboration Protocol (OACoP) 
• Purpose: Standardizes collaborative processes like appointment scheduling and 

project management between multiple agents. 
• Use Cases: Autonomous coordination of meetings, checking of availability, 

management of shared task lists. 
7. Sovereign Feed Protocol (SFP) / Open Deliberation Protocol (ODeP) 

• (Note: These are two facets of the same core principle of decentralized 
communication.) 

• Purpose: Creates a decentralized, censorship-resistant infrastructure for the 
publication and consumption of information, as well as for structured, common 
good-oriented discourse. 

• Use Cases: The sovereign, personal news feed, social networks without a central 
gatekeeper, platforms for structured civic participation and consent-based decision-
making. 

Summary Table: 

Protocol ID Name Layer Core Function

OAEP Open Agent Exchange Protocol 0 
(Foundation) Identity & Trust

OACP Open Agent Commerce Protocol 1 (Application) Commerce & Transactions

OAPP Open Agent Payment Protocol 1 (Application) Peer-to-Peer Payments

OARP Open Agent Robotics Protocol 1 (Application) Human-Machine Interaction 
(Physical)

OAHP Open Agent Health Protocol 1 (Application) Health Data Exchange

OACoP Open Agent Collaboration 
Protocol 1 (Application) Collaboration & Scheduling

SFP/ODeP Sovereign Feed / Deliberation 
Protocol 1 (Application) Decentralized Information & 

Discourse
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Appendix: Detailed Technical Specifications (Draft v0.1 of 
OAEP) 
Important Note: This document is to be understood as Draft v0.1. It serves as a technical 
basis for discussion and as a "strawman proposal" to start the conversation with the first 
developers and the "Founding Partners." The final specification will inevitably be an 
iterative process resulting from prototyping, feedback, and consensus-building within the 
"Working Groups" of the future OAP Foundation. 

1. General Principles & Architecture 
• Architecture: Layered Model. The Open Agent Exchange Protocol (OAEP) is Layer 

0, the mandatory foundation for all application protocols (Layer 1). 
• Data Format: All payloads are encoded in JSON-LD (JSON for Linked Data) to 

ensure semantic interoperability and machine-readability. 
• Security: Communication occurs exclusively via TLS 1.3 or higher. All sensitive 

data is end-to-end encrypted on the client side. 
• Identity: The entire system is based on the W3C standards Decentralized 

Identifiers (DIDs) and Verifiable Credentials (VCs). 
2. The Base Protocol: Open Agent Exchange Protocol (OAEP) v1.0 
Purpose: Establishment of a secure, authenticated, and trustworthy communication 
relationship between two or more agents. 
2.1 Core Objects 
The central object in OAEP is the AgentProfile. It is the digital business card of every 
participant in the ecosystem and is implemented as a W3C Verifiable Credential (VC). 
• AgentProfile (Verifiable Credential): A VC that describes the identity and the 

fundamental capabilities of an agent. 
Example of an AgentProfile structure in JSON-LD: 
{ 
  // The context defines the vocabulary (W3C Standard + OAEP 
extension) 
  "@context": [ 
    "https://www.w3.org/2018/credentials/v1", 
    "https://openagentprotocol.org/contexts/oaep/v1" 
  ], 

  // Unique ID of the Credential itself 
  "id": "urn:uuid:12345678-1234-5678-1234-567812345678", 

  // Type-Definition: It is a Verifiable Credential and an 
AgentProfile 
  "type": ["VerifiableCredential", "AgentProfile"], 
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  // The issuer of the Credential (e.g., a bank, an eID provider, 
etc.) 
  "issuer": "did:key:z6Mkj...", 

  "issuanceDate": "2026-01-15T10:00:00Z", 

  // The subject of the Credential: the agent being described 
  "credentialSubject": { 

    // The decentralized identity (DID) of the agent's owner. This 
is the key. 
    "id": "did:key:z6Mkf...", 

    "agent": { 
      // Type of agent to distinguish roles 
      "type": "PersonalAgent", // or "BusinessAgent", 
"ServiceProviderAgent" 

      // A human-readable name 
      "name": "Lena's Personal AI", 

      // A list of application protocols (Layer 1) that this agent 
speaks 
      "supportedProtocols": [ 
        { "protocol": "OACP", "version": "1.0" }, 
        { "protocol": "OAHP", "version": "1.0" } 
      ] 
    } 
  }, 

  // The cryptographic proof (signature) of this Credential's 
authenticity 
  "proof": { 
    "type": "Ed25519Signature2018", 
    "created": "2026-01-15T10:00:00Z", 
    "verificationMethod": "did:key:z6Mkj...#z6Mkj...", 
    "proofPurpose": "assertionMethod", 
    "jws": "eyJhbGciOiJFZERTQS..." 
  } 
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} 

2.2 The OAEP Handshake: The Connection Establishment Sequence 
The handshake is a challenge-response procedure that ensures both parties are the 
legitimate owners of the private keys belonging to their DIDs. 
Flow between Agent A (e.g., Lena's Personal AI) and Agent B (e.g., an online shop's 
agent): 

1. ConnectionRequest (Agent A -> Agent B): Agent A sends its public 
AgentProfile-VC to the known endpoint of Agent B. This is the first contact. 

2. ConnectionChallenge (Agent B -> Agent A): Agent B receives the VC from A 
and validates its signature (proof). If the signature is valid, B knows that the 
profile comes from a trusted issuer. To prove that B is actually talking to A (and not 
someone who just copied the VC), B generates a random, single-use string (a 
"nonce" or "challenge"). Agent B sends its own AgentProfile-VC back to A 
along with this challenge. 

3. ConnectionResponse (Agent A -> Agent B): Agent A receives the VC from B 
and validates its signature. Then, Agent A signs the received challenge string 
with its private key, which belongs to its DID (credentialSubject.id). Agent A 
sends this signature back to B. 

4. Connection Established: Agent B receives the signature. B now uses the public 
key from A's AgentProfile (which is contained in its DID) to verify if the 
signature corresponds to the originally sent challenge. 
◦ If the signature is correct: B has cryptographic proof that it is 

communicating with the legitimate owner of A's private key. 
◦ Result: A secure, mutually authenticated connection is established. Both 

agents can now trust each other's DID for the duration of the session and 
proceed with an application protocol (e.g., OACP). 

2.3 Trust Management: VC Revocation 
Problem Statement: A once-issued Verifiable Credential (VC) can lose its validity (e.g., a 
driver's license is revoked, a company certification expires). OAEP must provide a robust, 
scalable, and privacy-preserving mechanism to check the status of a VC. 
Chosen Standard: The primary mechanism for VC revocation in the OAP ecosystem is 
the W3C standard StatusList2021. 

• Rationale: This standard is significantly more efficient and scalable than traditional 
revocation lists. A single StatusList can represent the revocation status of 
thousands of VCs in a compact bit-list, which makes checking fast and data-
efficient. 

• Future-Proofing: The architecture remains open to future mechanisms with even 
stronger privacy, such as revocation methods based on zero-knowledge proofs. 

Protocol Requirements: 
1. Requirement for Issuers: Any issuer that issues a VC whose status can change 

MUST include a credentialStatus property in the VC. This property must point 
to a publicly accessible StatusList2021. 
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2. Requirement for Verifiers: Any agent that validates a VC MUST, as part of the 
validation process, check the credentialStatus property, fetch the 
corresponding StatusList, and verify that the credential has not been revoked. A 
validation without a status check is incomplete and invalid. 

Example of a credentialStatus property within a VC: 
{ 
  // ... other VC properties like issuer, credentialSubject etc. 

  "credentialStatus": { 
    "id": "https://example.com/credentials/status/3", 
    "type": "StatusList2021", 
    "statusListIndex": "42", 
    "statusListCredential": "https://example.com/credentials/
statuslist/3" 
  }, 

  "proof": { 
    // ... 
  } 
} 
Conclusion: By standardizing on StatusList2021 and anchoring the verification duty in 
the protocol, OAEP ensures that trust within the entire ecosystem is managed dynamically, 
securely, and reliably. This is a fundamental prerequisite for all higher-level application 
protocols like OACP and OAHP. 

2.4 Identity Methods (DID Methods) & Agent Discovery 
Problem Statement: To ensure interoperability, it must be clearly defined which types of 
Decentralized Identifiers (DIDs) are supported and how an agent can resolve the network 
address (the "Service Endpoint") of another agent to establish a communication link. 
1. Supported DID Methods 
The OAP framework follows a pragmatic approach and will initially support the following 
DID methods standardized by the W3C: 

• did:key: 
◦ Description: A simple method where the DID is derived directly from the 

public cryptographic key. The DID document is generated algorithmically. 

◦ OAP Use Case: Ideal for simple peer-to-peer interactions, for personal 
agents of end-users, or for temporary agents that do not require an external 
anchor. It offers the highest degree of decentralization and censorship 
resistance. 

• did:web: 
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◦ Description: A method that allows a DID to be bound to an existing DNS 
domain name (e.g., a website). The DID document is hosted at a well-known 
path on the domain's web server. 

◦ OAP Use Case: The primary standard for companies, organizations, and 
public services. It allows a decentralized identity to be linked to an already 
established, trustworthy online presence (e.g., 
did:web:oap.foundation). 

Future & Advanced Methods: The architecture is explicitly open to other methods. For 
fully decentralized, serverless use cases, the integration of the following method is 
considered strategic: 

• did:holo: 
◦ Description: An agent-centric DID method based on the DHT (Distributed 

Hash Table) of the Holochain framework. The DID is directly bound to the 
cryptographic identity of an agent within a Holochain network. 

◦ OAP Use Case: The preferred method for implementing OAP agents as 
Holochain applications ("hApps"). It enables native, censorship-resistant, and 
serverless addressing and discoverability of agents directly via the P2P 
network. 

Future Methods: The architecture is designed so that additional methods like did:ion 
(for high scalability) can be supported in the future as their necessity and maturity in the 
ecosystem become apparent. 
2. Mechanism for Agent Discovery 
The discoverability of an agent is ensured via the standardized service entry in the 
respective agent's DID document. 
Protocol Requirements: 

• Any agent that wishes to participate and be reachable in the OAP ecosystem MUST 
define at least one service entry in its DID document. 

• This entry MUST be of the type OAPEndpoint and contain the publicly accessible 
HTTPS URL of the agent's endpoint. 

Example of a service entry in a did:web document: 
{ 
  "@context": [ 
    "https://www.w3.org/ns/did/v1", 
    "https://openagentprotocol.org/contexts/oaep/v1" 
  ], 
  "id": "did:web:example-shop.com", 
  "verificationMethod": [ 
    // ... public keys of the agent 
  ], 
  "service": [ 
    { 
      "id": "did:web:example-shop.com#oap", 
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      "type": "OAPEndpoint", 
      "serviceEndpoint": "https://api.example-shop.com/oap/v1/" 
    } 
  ] 
} 
Conclusion: Through the support of established DID methods and the clear requirement 
for defining a service endpoint, OAEP ensures that every participant in the ecosystem not 
only possesses a sovereign identity but is also reliably addressable and discoverable. This 
is the foundation for every interaction in the network. 

2.5 Sovereign Key Management 
Problem Statement: The security and sovereignty of the entire OAP ecosystem depend 
on the user's ability to securely manage their private cryptographic keys. Key management 
must fulfill four core requirements: protection against theft, secure usage, planned renewal 
(rotation), and recoverability in case of device loss. 
1. Core Principles 

• User Control: The private key never leaves the user's sphere of control. 
• Hardware-First: Whenever possible, keys are managed in hardware-isolated, 

secure environments (Trusted Execution Environments, Secure Enclaves). 
2. Key Generation and Storage 
OAEP defines two conformity levels for key management: 

• Tier 1: Hardware-backed Storage (Recommended Standard): 
◦ Mechanism: Private keys are generated and stored directly inside a 

hardware security enclave (like the "Secure Enclave" on iOS or the 
"StrongBox Keymaster" on Android). 

◦ Security Guarantee: The private key cannot be physically extracted from 
the security chip. All cryptographic operations (e.g., signing a transaction) 
take place within the enclave. 

• Tier 2: Software-backed Storage (Fallback Solution): 
◦ Mechanism: On systems without an accessible hardware enclave, keys are 

stored in an encrypted storage ("Keystore") protected by a strong password 
or passphrase chosen by the user. 

◦ Note: This method is necessary to enable the ecosystem on a wide range of 
devices but offers a lower level of security than hardware-backed storage. 

3. Key Rotation (Planned Renewal) 
To enhance security, users must be able to periodically renew their key pairs. The process 
is defined as follows: 

1. The user's agent generates a new key pair (Key B). 
2. The agent creates an update operation for the DID document that replaces the old 

public key (Key A) with the new one (Key B). 
3. This update is signed with the old private key (Key A) to prove authorization. 
4. After the successful publication of the update, Key B becomes the new authoritative 

key for the DID. 
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4. Key Recovery (Backup & Recovery on Device Loss) 
This is a critical function for mass adoption. OAP will support two user-controlled recovery 
methods: 

• Method A: Mnemonic Seed Phrase (Security Passphrase): 
◦ Description: Upon initializing their identity, the user is shown a security 

passphrase consisting of 12 or 24 words. This passphrase is the "master 
key" from which all private keys can be derived. 

◦ Responsibility: The user is solely responsible for the secure, offline storage 
of this passphrase. It is the ultimate form of self-sovereignty. 

• Method B: Social Recovery: 
◦ Description: A more user-friendly mechanism that does not require a central 

authority. The user can designate a group of "guardians." These can be other 
devices of the user, close friends, or family members who also have an OAP 
identity. 

◦ Process: To initiate a recovery, the user (from their new device) sends a 
recovery request to their guardians. A pre-defined number of guardians (e.g., 
3 out of 5) must cryptographically confirm this request. Once the quorum is 
reached, the user can authorize a new master key for their DID. 

◦ Advantage: No single guardian can steal the identity, and the loss of one or 
two guardian contacts does not lead to the loss of the identity. 

Conclusion: By combining hardware-backed security with flexible yet sovereign recovery 
mechanisms, OAP solves one of the greatest challenges of decentralized systems: the 
creation of a secure and usable key management system. 
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Appendix: Detailed Technical Specifications (Draft v0.1 of 
OACP) 
Important Note: This document is to be understood as Draft v0.1 and serves as a 
technical basis for discussion. It presupposes a successfully established OAEP 
connection between the interacting agents. 

1. Purpose & Principles 
• Purpose: The Open Agent Commerce Protocol (OACP) standardizes fair, 

transparent, and legally secure trade between AI agents. It is an application protocol 
(Layer 1) that builds upon the Open Agent Exchange Protocol (OAEP). 

• Principles: 
◦ Semantic Interoperability: Use of JSON-LD and established vocabularies 

(like Schema.org) to make requests and offers machine-readable and 
unambiguous. 

◦ Fact-based & Verifiable: Commercial claims (e.g., "organic product," "made 
in Europe") must be provable through W3C Verifiable Credentials (VCs). 

◦ Legal Certainty: Binding transactions are secured through eIDAS-compliant 
electronic signatures from the user. 

2. Core Vocabulary (Extension of the OAEP Context) 
OACP extends the vocabulary with specific intents and objects for commerce. 
• Core Intents: 

◦ NegotiateRequest: The request from a buyer agent seeking offers for a 
product or service with specific criteria. 

◦ OfferResponse: The response from a seller agent containing a concrete, 
binding offer. 

◦ OrderRequest: The legally binding order from a buyer agent, which refers 
to a specific OfferResponse and is signed by the user. 

◦ OrderConfirmation: The confirmation from the seller agent that the 
order has been accepted. 

• Core Objects: 
◦ Product, Service: Description of the object of trade, ideally using 

Schema.org types. 

◦ PriceSpecification: Detailed price information. 

◦ VerifiableCredential: Proofs for product attributes. 

◦ userProof: The digital signature of the user authorizing a transaction. 
3. The Standard Transaction Flow (Example: Product Purchase) 
Prerequisite: Agent A (Buyer) and Agent B (Seller) have completed a successful OAEP 
handshake. 
Step 1: NegotiateRequest (Agent A -> Agent B) Agent A sends a request to get offers 
for a laptop. 
{ 
  "@context": "https://openagentprotocol.org/contexts/oacp/v1", 
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  "type": "NegotiateRequest", 
  "intent": { 
    "productType": "schema:LaptopComputer", 
    "constraints": { 
      "price": { "max": 1500, "currency": "EUR" }, 
      "attributes": [ 
        { "property": "schema:memory", "value_min": "16 GB" }, 
        { "property": "schema:screenSize", "value": "14 inch" } 
      ], 
      "requiredCredentials": [ 
        { "type": "EcoFriendlyCertified" } 
      ] 
    } 
  } 
} 
Step 2: OfferResponse (Agent B -> Agent A) Agent B replies with a concrete offer that 
meets the criteria and proves this with a VC. 
{ 
  "@context": "https://openagentprotocol.org/contexts/oacp/v1", 
  "type": "OfferResponse", 
  "offerId": "offer-uuid-5678-abcd", // Unique ID for this offer 
  "product": { 
    "@type": "schema:LaptopComputer", 
    "name": "EcoPro Laptop 14", 
    "description": "...", 
    "memory": "16 GB RAM", 
    "screenSize": "14 inch" 
  }, 
  "price": { 
    "@type": "schema:PriceSpecification", 
    "price": 1450, 
    "priceCurrency": "EUR" 
  }, 
  "verifiableCredentials": [ 
    { 
      "@context": ["https://www.w3.org/2018/credentials/v1"], 
      "type": ["VerifiableCredential", "EcoFriendlyCertified"], 
      "issuer": "did:key:z6Mko...", // DID of the certification 
body 
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      "issuanceDate": "...", 
      "credentialSubject": { "id": "EcoPro Laptop 14" }, 
      "proof": { ... } 
    } 
  ], 
  "validUntil": "2026-02-20T18:00:00Z" 
} 
Step 3: OrderRequest (Agent A -> Agent B) Agent A (on behalf of its user) accepts the 
offer. This step is legally binding. The payload contains the offerId and is signed by 
the user with their FES/QES. 
{ 
  "@context": "https://openagentprotocol.org/contexts/oacp/v1", 
  "type": "OrderRequest", 
  "offerId": "offer-uuid-5678-abcd", 
  "paymentMethod": { ... }, 
  "deliveryAddress": { ... }, 
  "userProof": { 
    // The signature generated by the user via the hardware 
enclave (e.g., in JWS format) 
    "type": "Eidas_QES_Signature_2014", 
    "proofValue": "eyJhbGciOiJ..." 
  } 
} 
Step 4: OrderConfirmation (Agent B -> Agent A) Agent B validates the userProof 
(the user's signature). If valid, it confirms the order. This message is the trigger for the 
payment process. 
{ 
  "@context": "https://openagentprotocol.org/contexts/oacp/v1", 
  "type": "OrderConfirmation", 
  "orderId": "order-uuid-9876-wxyz", 
  "offerId": "offer-uuid-5678-abcd", 
  "expectedDeliveryDate": "2026-02-25", 

  // Handover to the Open Agent Payment Protocol (OAPP) 
  "paymentRequest": { 
    "@context": "https://openagentprotocol.org/contexts/oapp/v1", 
    "type": "PaymentRequest", 
    "amount": 1450, 
    "currency": "EUR", 
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    "recipientWallet": "did:euro:de:bank:1234..." 
  } 
} 
4. Application to Other Use Cases 

• Services/Freelancers: The flow is identical. Instead of a product, a service 
(e.g., schema:WebDesignService) is requested and offered with parameters like 
duration and startDate. 

• Travel Bookings: A request could comprise multiple objects (e.g., 
schema:Flight, schema:Hotel). The complexity is represented in the 
constraints of the NegotiateRequest. 

Conclusion: OACP creates a robust, flexible, and verifiable language for commerce in the 
OAP ecosystem. It replaces non-transparent websites and manipulative algorithms with a 
fair, data-driven dialogue between agents that respects the sovereignty of all participants. 
5. Transactional Integrity: Atomicity & Dispute Resolution 
Problem Statement: A simple, stateless sequence of messages is insufficient for valuable 
commercial transactions. OACP must solve two critical real-world problems: 

1. Atomicity: How can it be ensured that a payment is inextricably linked to the 
delivery of a good or service ("all or nothing" principle)? 

2. Dispute Resolution: What happens if one party fails to meet its obligations (e.g., 
defective goods, service not rendered)? 

5.1 Mechanism for Ensuring Atomicity (Order & Payment Linking) 
OACP and OAPP work together to ensure a quasi-atomic transaction via a two-phase 
model based on cryptographic links. 

• Phase 1: Commitment: 
◦ The seller's OrderConfirmation message is more than a confirmation; it 

is a legally binding commitment. 
◦ Protocol Requirement: The OrderConfirmation MUST contain the 

complete paymentRequest object (as defined in OAPP). This object 
contains all payment details as well as the unique orderId of the order. 

• Phase 2: Execution: 
◦ The PaymentAuthorization message, sent by the buyer's agent via 

OAPP, MUST reference the same orderId. 

◦ Impact: This creates an indissoluble, bidirectional cryptographic link 
between the order and the payment. A payment can only be authorized for a 
specific, confirmed order. 

• Optional Escrow Protocol: 
◦ For high-value or low-trust transactions, OACP can initiate an optional 

escrow flow. A third, neutral agent (the "escrow agent") is agreed upon. The 
payment via OAPP goes to the escrow agent and is only released to the 
seller when the buyer agent cryptographically confirms receipt of the goods 
(e.g., by signing a DeliveryConfirmation). 

5.2 Framework for Dispute Resolution 
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OACP replaces the intransparent policies of centralized platforms with a transparent, fair, 
and evidence-based protocol flow. 

• Core Principle: Cryptographic Proofs (Verifiable Credentials as Evidence): 
The entire transaction history (from the OfferResponse with product attributes as 
VCs to the signed OrderRequest) creates a chain of tamper-proof, digital 
evidence. 

• The Process: 
1. Initiation: The buyer agent can open a dispute by sending a 

DisputeRequest message to the seller agent. This message must 
reference the original orderId and contain the reason for the dispute. 

2. Direct Resolution: The protocol first provides a phase where both parties 
attempt to resolve the conflict directly (e.g., through a RefundOffer 
message from the seller). 

3. Optional Arbitration: If the parties cannot agree, they can agree on a 
neutral third agent, the "Arbiter." The DisputeRequest can already contain 
suggestions for Arbiter DIDs. 

4. Submission of Evidence: Both parties present their cryptographic evidence 
to the Arbiter. 

5. Decision: The Arbiter makes a decision and issues it as a signed 
DisputeResolution message. This message contains the decision (e.g., 
"full refund," "partial refund") and a justification. 

• Enforcement: The DisputeResolution message signed by the Arbiter can 
programmatically trigger the release of funds from an escrow contract or serve as 
strong, legally relevant evidence for civil law proceedings outside the protocol. 

Conclusion: With these mechanisms, OACP creates a robust digital single market that is 
based not only on efficiency but also on provable fairness and transactional security. 
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Appendix: Detailed Technical Specifications (Draft v0.1 of 
OAPP) 
Important Note: This document is to be understood as Draft v0.1. It describes a pure 
messaging protocol for the authorization and confirmation of payments. It is not a 
payment system in itself, but a layer that builds on existing payment infrastructure (like the 
Digital Euro). It presupposes a successfully established OAEP connection. 

1. Purpose & Principles 
• Purpose: The Open Agent Payment Protocol (OAPP) enables the direct, secure, 

and legally sound Peer-to-Peer (P2P) authorization of payments between AI agents. 
• Principles: 

◦ Disintermediation: The protocol is designed to operate without traditional 
payment gatekeepers (like credit card acquirers or PayPal). 

◦ Security & Non-repudiation: Every payment is authorized by the paying 
user with an eIDAS-compliant Qualified Electronic Signature (QES), which 
is generated in the hardware security enclave of the smartphone. 

◦ Atomicity & Traceability: The protocol flow ensures that payments are 
traceable and are either executed completely or not at all (with a clear error 
message). 

2. Architectural Integration 
• Trigger: The OAPP flow is typically initiated by a paymentRequest within an 

OrderConfirmation of the OACP protocol. OACP defines what is being paid for; 
OAPP governs how the payment is authorized. 

• Foundation: OAPP is an application protocol (Layer 1) that builds upon the secure 
identity and authentication layer of OAEP. 

3. Core Vocabulary 
OAPP defines a minimal set of intents for the payment process. 
• Core Intents: 

◦ PaymentAuthorization: The authorization, signed by the buyer-user, to 
transfer a specific amount from their wallet to the seller's wallet. 

◦ PaymentConfirmation: The confirmation, sent by the seller's agent, that 
the payment has been received on the underlying payment infrastructure. 

◦ PaymentFailure: A message signaling a failed payment process. 
• Core Objects: 

◦ TransactionDetails: Contains all relevant data of the transaction 
(amount, currency, recipient, unique transaction ID). 

◦ userProof: The QES signature of the paying user. 

◦ TransactionReceipt: A reference (e.g., a transaction hash) to the proof 
of payment on the underlying payment infrastructure. 

4. The Standard Payment Flow (Example: Digital Euro) 
Prerequisite: Agent B (Seller) has sent Agent A (Buyer) an OACP OrderConfirmation 
containing a paymentRequest. 
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Step 1: PaymentAuthorization (Agent A -> Agent B) Lena's Personal AI (Agent A) 
receives the paymentRequest. It presents the payment details to Lena on her 
smartphone for final approval. Lena authorizes the payment with her face (Face ID). This 
triggers the creation of a QES signature in the hardware security enclave. Agent A 
constructs the PaymentAuthorization message from this. 
{ 
  "@context": "https://openagentprotocol.org/contexts/oapp/v1", 
  "type": "PaymentAuthorization", 
  "transactionId": "txn-uuid-unique-for-this-payment", // Unique, 
idempotent ID 
  "orderId": "order-uuid-9876-wxyz", // Reference to the OACP 
order 

  "transactionDetails": { 
    "amount": 1450, 
    "currency": "EUR-D", // Identifier for Digital Euro 
    "payerWallet": "did:euro:de:bank:lena123...", // Lena's Wallet 
Identifier 
    "payeeWallet": "did:euro:de:bank:toepfer456..." // Wallet of 
the payee 
  }, 

  // The legally binding signature of the transactionDetails 
generated by the user 
  "userProof": { 
    "type": "Eidas_QES_Signature_2014", 
    "proofValue": "eyJhbGciOiJ..." 
  } 
} 
Step 2: Submission to the Payment Infrastructure (Agent B) The seller's agent (Agent 
B) receives the PaymentAuthorization. It validates Lena's userProof signature. If 
the signature is valid, it has a legally binding guarantee that the payment was authorized. It 
now submits the transactionDetails to the API of the Digital Euro network. 
Step 3: PaymentConfirmation (Agent B -> Agent A) The Digital Euro network 
executes the P2P transaction and returns a confirmation with a unique reference 
(receiptId) to Agent B. Agent B then creates the PaymentConfirmation. 
{ 
  "@context": "https://openagentprotocol.org/contexts/oapp/v1", 
  "type": "PaymentConfirmation", 
  "transactionId": "txn-uuid-unique-for-this-payment", // 
Reference to the authorization 
  "status": "Completed", 
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  "transactionReceipt": { 
    "system": "DigitalEuroNetwork_v1", 
    "receiptId": "hash-of-the-transaction-on-ledger", 
    "timestamp": "2026-02-20T18:05:00Z" 
  } 
} 
Step 4: Completion Agent A receives the PaymentConfirmation and now has 
cryptographic proof that the payment was successful. It can update the order status in 
Lena's system to "Paid." 
5. Error Handling & Special Cases 

• Payment Failed: If the Digital Euro network rejects the transaction (e.g., due to 
insufficient funds), Agent B sends a PaymentFailure message to Agent A, which 
contains an error code and a reason. 

• Refunds: A refund is treated as a new, reversed OAPP flow. The seller's agent 
sends a PaymentAuthorization for a refund, which must be signed by the 
seller-user. 

Conclusion: OAPP is a lean but extremely secure protocol that completes the vision of 
direct P2P commerce. By separating authorization from settlement and relying on 
eIDAS-compliant signatures, it creates a legally sound framework that disintermediates 
traditional payment gatekeepers. It lowers transaction costs, increases privacy (as 
commercial banks no longer see the content of the transaction), and integrates perfectly 
into the agent-based economy of the OAP ecosystem. 
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Appendix: Detailed Technical Specifications (Draft v0.1 of 
OARP) 
Important Note: This document is to be understood as Draft v0.1. OARP is not a protocol 
for real-time motor control at the millisecond level. It is a semantic, high-level protocol 
(Layer 1) that serves for task delegation and status monitoring. It presupposes a 
successfully established OAEP connection between the interacting agents (e.g., Personal 
AI and a robot controller). 

1. Purpose & Principles 
• Purpose: The Open Agent Robotics Protocol (OARP) standardizes secure, 

interoperable, and semantically understandable communication between software 
agents (like a Personal AI) and physical actuators (like humanoid robots or smart-
home devices). 

• Principles: 
◦ Vendor-Agnostic: The protocol is designed so that any "OARP-compatible" 

device, regardless of the manufacturer, understands the same basic 
commands. 

◦ Abstraction: OARP abstracts from the specific hardware. The Personal AI 
says, "Bring me the glass of water from the table," not "Move joint A by 30 
degrees, close gripper B." The "translation" of the intent into concrete motor 
commands is the task of the device's own operating system (e.g., from Neura 
Robotics). 

◦ Security & Authorization: Actions that change the physical world require a 
clear authorization chain. Critical actions can require additional user 
confirmation. 

◦ Asynchronicity: Many physical tasks take time. The protocol is 
asynchronous and status-based from the ground up. 

2. Architectural Integration 
• Foundation: OARP is an application protocol (Layer 1) that builds upon the secure 

identity and authentication layer of OAEP. Every "OAP-ready" device (from a robot 
to a coffee machine) has its own decentralized identity (DID). 

• Discovery: The Personal AI finds available devices on the local network (e.g., via 
mDNS) and verifies their capabilities via their AgentProfile (which also lists 
OARP under supportedProtocols). 

3. Core Vocabulary & Semantics 
OARP defines a vocabulary for describing the physical world and the interactions with it. 

• Core Intents: 
◦ TaskRequest: A high-level command from the Personal AI to the device 

(e.g., "Vacuum the living room"). 

◦ TaskStatusUpdate: Regular updates from the device to the Personal AI 
about the progress of the task (e.g., "In Progress," "Blocked," "Completed"). 

◦ QueryStatus: A request from the Personal AI for the current state of the 
device (e.g., "What is your battery level?"). 
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◦ Alert: A proactive message from the device to the Personal AI (e.g., 
"Container is full," "Obstacle detected"). 

• Semantic Description of the Environment: OARP uses an extensible vocabulary 
(based on established ontologies) to describe objects and locations, e.g.: 

◦ Locations: room:LivingRoom, room:Kitchen, 
location:KitchenCounter. 

◦ Objects: object:Book, object:WaterGlass, object:Apple. 

◦ Actions: action:Fetch, action:Place, action:Clean, 
action:Prepare. 

4. The Standard Interaction Flow (Example: "Make me a smoothie") 
Prerequisite: Lena's Personal AI (Elara) and the robot "Franz" have completed a 
successful OAEP handshake. Elara knows Franz's capabilities (e.g., 
can:PrepareDrink, can:FetchObject) from its AgentProfile. 
Step 1: TaskRequest (Elara -> Franz) Elara translates Lena's wish into a standardized, 
semantic OARP command. 
{ 
  "@context": "https://openagentprotocol.org/contexts/oarp/v1", 
  "type": "TaskRequest", 
  "taskId": "task-uuid-smoothie-123", 
  "task": { 
    "action": "action:Prepare", 
    "object": { 
      "type": "object:Smoothie", 
      "ingredients": [ 
        { "item": "object:Banana", "quantity": "1" }, 
        { "item": "object:Spinach", "quantity": "50g" } 
      ] 
    }, 
    "destination": "location:KitchenCounter" 
  } 
} 
Step 2: TaskStatusUpdate (Franz -> Elara) The internal AI of Franz receives the 
request. It breaks down the high-level task into its own internal steps (e.g., "Find banana," 
"Grasp banana," "Bring to blender"...). During execution, Franz sends status updates. 
{ 
  "@context": "https://openagentprotocol.org/contexts/oarp/v1", 
  "type": "TaskStatusUpdate", 
  "taskId": "task-uuid-smoothie-123", 
  "status": "InProgress", 
  "progressPercentage": 30, 
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  "message": "Fetching ingredients." 
} 
Step 3: Alert on a Problem (Franz -> Elara) Franz discovers there are no more 
bananas. It cannot solve the problem on its own and escalates it to the higher-level 
intelligence. 
{ 
  "@context": "https://openagentprotocol.org/contexts/oarp/v1", 
  "type": "Alert", 
  "taskId": "task-uuid-smoothie-123", 
  "alertCode": "IngredientNotFound", 
  "message": "Cannot find object:Banana. Do you want to substitute 
or skip?" 
} 
Step 4: Intervention & Continuation Elara receives the alert. It can now make a decision 
autonomously (based on Lena's preferences, e.g., "replace with apple") or forward the 
question to Lena for a decision. After the decision, Elara sends a new TaskRequest to 
continue or modify the process. 
Step 5: TaskStatusUpdate (Franz -> Elara) As soon as the smoothie is ready, Franz 
sends the final confirmation. 
{ 
  "@context": "https://openagentprotocol.org/contexts/oarp/v1", 
  "type": "TaskStatusUpdate", 
  "taskId": "task-uuid-smoothie-123", 
  "status": "Completed", 
  "progressPercentage": 100, 
  "message": "Smoothie is ready at location:KitchenCounter." 
} 
Conclusion: OARP is the crucial bridge connecting the digital intelligence of the Personal 
AI with the physical world. By focusing on semantic high-level tasks instead of low-level 
motor control, it creates a vendor-agnostic, interoperable, and secure platform for the 
smart home and the physical assistance of the future. It enables an open ecosystem 
where devices from various manufacturers can work together seamlessly, orchestrated by 
the user's sovereign Personal AI. 
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Appendix: Detailed Technical Specifications (Draft v0.1 of 
OAHP) 
Important Note: This document is to be understood as Draft v0.1. It is the direct response 
to the challenges we have analyzed in the digital healthcare sector. It presupposes a 
successfully established OAEP connection between all interacting agents. 

1. Vision & Mission 
• Vision: We are enabling a healthcare system in which technology proactively 

promotes individual health, medical experts are supported in the best possible way, 
and the collaboration of all stakeholders is seamless and secure—always under the 
full control of the patient. 

• Mission: The OAHP establishes an open, secure, and interoperable standard for 
the exchange of health data between Personal AIs and the actors of the healthcare 
system. It translates the principles of data sovereignty and data protection into a 
functional technical and legal reality. 

2. The 5 Core Principles of OAHP (The Direct Answer to the Challenges) 
Each principle of this protocol is designed to solve one of the core challenges we 
identified. 
1. Principle of Patient Sovereignty ("Patient Consent is the Only API") 

• Challenge Solved: Fear of loss of control (hospitals), ethical concerns 
(insurances). 

• Implementation: There is no "backdoor" and no blanket approvals. Every single 
data flow via OAHP must be explicitly, granularly, and for a specific purpose 
authorized by the user for a limited time. The patient is the sole gatekeeper of their 
data. A clinic cannot retrieve data; it can only send a RequestAccess request, 
which the patient must authorize via their smartphone. 

2. Principle of Intelligent Abstraction ("From Data to Insight") 
• Challenge Solved: The data flood for doctors. 
• Implementation: The protocol defines not only the transport of raw data (e.g., an 

ECG stream) but also of standardized, AI-generated summaries 
(InsightSummary). The Personal AI analyzes the data beforehand and provides 
the doctor with a condensed, clinically relevant overview. This InsightSummary 
object must contain a cryptographic reference to the underlying raw data for 
verification. 

3. Principle of Interoperability by Design ("One Gateway, Not a Hundred") 
• Challenge Solved: The technological chaos in hospitals. 
• Implementation: The OAHP is based on established international health standards 

(especially HL7 FHIR) to ensure maximum compatibility. Hospitals and medical 
practices do not need to replace their internal systems. They only need to 
implement a single, OAHP-compliant "Connector" that acts as a universal 
translator between their internal IT and the OAP ecosystem. 

4. Principle of Transparency & Traceability ("No Black Boxes") 
• Challenge Solved: Lack of trust from doctors, liability issues. 
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• Implementation: The Personal AI acts as a decision-support system, not as a 
diagnostic automaton. Every submitted InsightSummary must be explainable. 
The protocol requires the AI to justify its conclusions (e.g., "Correlation between 
medication X and resting heart rate increase based on data from day Y to Z"). The 
legal responsibility for diagnosis and treatment remains explicitly with the 
human doctor, who uses the AI analysis as another, albeit very powerful, 
diagnostic tool. 

5. Principle of Role-Based, Minimal Disclosure ("Need-to-Know Basis") 
• Challenge Solved: Disruption of the insurance model, principle of solidarity. 
• Implementation: The protocol defines strict "Roles" for the actors (e.g., 

PracticingPhysician, HospitalAdmin, InsuranceProvider). Each role 
only has access to the data that is absolutely necessary for its function. 

◦ A Doctor (PracticingPhysician) can request access to clinical raw data 
and summaries. 

◦ An Insurance (InsuranceProvider) can never access clinical data. It can 
only request the issuance of an abstracted, verifiable certificate 
(HealthGoalCertificate) that merely answers with "Yes" or "No". "Has 
Lena achieved her prevention goal for Q3?" -> "Yes." 

3. Architectural Integration & Core Vocabulary 
• Foundation: The OAHP is an application layer that builds on the secure identity 

and authentication layer of OAEP. Every request is cryptographically signed. 
• Core Objects (Examples): HealthRecord (patient file), VitalDataStream 

(continuous data), LabResult, InsightSummary (AI summary), 
HealthGoalCertificate (insurance certificate). 

• Core Intents (Examples): RequestAccess, GrantAccess, ShareUpdate 
(share data), RequestCertificate. 

4. Use Case Example: The Integrated Care Pathway 
1. Prevention: Lena's AI detects a concerning anomaly in her vital data and creates 

an InsightSummary. 
2. Doctor's Visit: Lena authorizes access for her doctor via GrantAccess. The 

doctor receives the InsightSummary and can access the VitalDataStream 
raw data for verification. She makes a diagnosis and creates a digital treatment plan 
(HealthRecord). 

3. Hospital: The doctor refers Lena to a hospital. Lena authorizes the transfer of the 
relevant part of her HealthRecord to the clinic. 

4. Insurance: After successful treatment, Lena's AI, at the request of the insurance 
company, issues a HealthGoalCertificate, which leads to a premium bonus 
without revealing private health details. 

5. Governance & Next Steps 
• The OAHP will be developed and maintained by the OAP Foundation as an open 

standard. 
• Next Step: Formation of an "OAHP Working Group" within the Foundation, 

consisting of representatives from medical associations, hospitals, data protection 
authorities, insurance companies, and patient organizations from all over Europe, to 
finalize the v1.0 specification together. 
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Appendix: Detailed Technical Specifications (Draft v0.1 of 
OACoP) 
Important Note: This document is to be understood as Draft v0.1. OACoP is an 
asynchronous negotiation protocol for collaborative processes. It presupposes a 
successfully established OAEP connection between all interacting agents. 

1. Purpose & Principles 
• Purpose: The Open Agent Collaboration Protocol (OACoP) standardizes 

autonomous, collaborative processes between the Personal AIs of multiple users. 
• Principles: 

◦ Efficiency: Replaces tedious, time-consuming "email ping-pong" with 
millisecond-fast, machine-based negotiations. 

◦ Privacy by Design: Agents never share the entire calendar or task list of 
their user. They only share relevant availabilities or status updates for a 
specific request. 

◦ Interoperability: Uses established formats like iCalendar (.ics) as a basis 
for event descriptions to build a bridge to the existing software world. 

◦ Autonomy & Preference-Respect: Each participating agent acts 
autonomously based on the known preferences of its user (e.g., "no 
meetings on Fridays," "prefer morning appointments"). 

2. Architectural Integration 
• Foundation: OACoP is an application protocol (Layer 1) that builds upon the 

secure identity and authentication layer of OAEP. 
3. Core Vocabulary 
OACoP defines a vocabulary for the negotiation and management of collaborative tasks. 
• Core Intents: 

◦ ProposeCollaboration: The initial request from an agent to start a 
collaboration (e.g., a meeting, a project). 

◦ ProposalResponse: The response from an agent to a request, containing 
either an acceptance, a rejection, or (most importantly) a list of suitable 
options (e.g., available time slots). 

◦ ConfirmCollaboration: The final confirmation from the initiating agent 
with the final, agreed-upon option. 

◦ UpdateCollaboration: A message to change or cancel an existing, 
collaborative task. 

• Core Objects: 
◦ CollaborationContext: Describes the task at hand, e.g., an Event or a 

SharedTask. 

◦ Participant: Describes the participating agents (via their DIDs) and their 
roles. 

◦ TimeConstraint, LocationConstraint: Describes the boundary 
conditions for the collaboration. 
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◦ ProposedSlot: A time window suggested by an agent. 
4. The Standard Interaction Flow (Example: Scheduling a meeting for 3 people) 
Prerequisite: Lena's AI (A), David's AI (B), and Maria's AI (C) have established OAEP 
connections. 
Step 1: ProposeCollaboration (Agent A -> Agents B & C) Lena's AI initiates the 
scheduling. It does not send specific time proposals, but rather the boundary conditions 
and its own preferences. 
{ 
  "@context": "https://openagentprotocol.org/contexts/oacop/v1", 
  "type": "ProposeCollaboration", 
  "collaborationId": "collab-uuid-meeting-xyz", 
  "participants": ["did:key:david...", "did:key:maria..."], 
  "collaborationContext": { 
    "type": "Event", 
    "title": "Project OAP Strategy Meeting", 
    "duration": "PT90M" // ISO 8601 duration format for 90 minutes 
  }, 
  "constraints": { 
    "timeConstraint": { 
      "earliestStart": "2026-03-01T08:00:00Z", 
      "latestEnd": "2026-03-05T18:00:00Z" 
    }, 
    "proposerPreferences": ["prefers:Morning", "avoids:Friday"] 
  } 
} 
Step 2: Internal Check (Agents B & C) The AIs of David and Maria receive the request. 
They check the calendars and preferences of their respective users and identify all 
suitable 90-minute slots within the requested timeframe. 
Step 3: ProposalResponse (Agents B & C -> Agent A) Each agent sends back a list of 
its available time slots. They do not share why other times are unavailable. 
// Response from Agent B (David) 
{ 
  "@context": "https://openagentprotocol.org/contexts/oacop/v1", 
  "type": "ProposalResponse", 
  "collaborationId": "collab-uuid-meeting-xyz", 
  "status": "OptionsAvailable", 
  "proposedSlots": [ 
    { "start": "2026-03-02T10:00:00Z", "end": 
"2026-03-02T11:30:00Z" }, 
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    { "start": "2026-03-03T14:00:00Z", "end": 
"2026-03-03T15:30:00Z" } 
  ] 
} 
// (Agent C sends a similar message with its available slots.) 
Step 4: Intersection Analysis (Agent A) Lena's AI (the initiator) collects all 
ProposalResponse messages. It compares the proposedSlots from all participants 
(including its own availability) and finds the intersection—the time slots that work for 
everyone. 
Step 5: ConfirmCollaboration (Agent A -> Agents B & C) Lena's AI selects the best 
slot from the intersection (e.g., the first one, which matches her "prefer morning" 
preference) and sends the final, binding confirmation. 
{ 
  "@context": "https://openagentprotocol.org/contexts/oacop/v1", 
  "type": "ConfirmCollaboration", 
  "collaborationId": "collab-uuid-meeting-xyz", 
  "finalSlot": { 
    "start": "2026-03-02T10:00:00Z", 
    "end": "2026-03-02T11:30:00Z" 
  }, 
  "location": "virtual:conference-uuid-123", 
  "finalEventDetails": { 
    // Complete event description in iCalendar format 
    "format": "text/calendar", 
    "data": "BEGIN:VCALENDAR..." 
  } 
} 
Step 6: Completion Agents B and C receive the confirmation, finally enter the event into 
their users' calendars, and send a simple acknowledgment back. The entire process takes 
a few seconds. 
5. Application to Other Use Cases 

• Shared Tasks: The flow is analogous. Instead of an Event, a SharedTask is 
proposed. The ProposalResponse then contains no time slots, but for example, 
the confirmation of responsibility or suggestions for a deadline. Status updates 
(TaskStatusUpdate) play a central role here. 

Conclusion: OACoP is the protocol that replaces the cognitive load of human 
coordination with highly efficient, machine-based negotiation. It respects the privacy and 
individual preferences of each participant and creates the foundation for a new era of 
seamless, productive collaboration in the OAP ecosystem. 
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Appendix: Detailed Technical Specifications (Draft v0.1 of SFP) 
Important Note: This document is to be understood as Draft v0.1. SFP is not a protocol 
for transporting content. It is a metadata and discovery protocol that builds upon a 
decentralized Peer-to-Peer (P2P) content storage layer. It presupposes OAEP for the 
identity of the participants. 

1. Purpose & Principles 
• Purpose: The Sovereign Feed Protocol (SFP) creates a decentralized, censorship-

resistant, and sovereign infrastructure for the publication and consumption of 
information (news, social media, etc.). 

• Principles: 
◦ Decentralization: There is no central server that stores or filters content. 

The power lies with the creators and the consumers. 

◦ Creator Sovereignty: Every creator has full control over their content and its 
monetization. Content cannot be arbitrarily deleted or "de-platformed." 

◦ Consumer Sovereignty: Every user (or rather, their Personal AI) decides 
alone which sources to follow and how their personal feed is filtered and 
prioritized. There is no central, manipulative algorithm. 

◦ Authenticity & Non-forgeability: All content is cryptographically signed with 
the decentralized identity (DID) of its creator, which makes the origin 
irrefutably provable. 

2. Architectural Integration & Dependencies 
SFP is a protocol suite that operates on three layers: 

1. Identity Layer (OAEP): The identity of all creators and consumers is ensured by 
DIDs. 

2. Content Storage Layer (e.g., IPFS): The actual content (text, images, videos) is 
not transported via SFP. It is stored in a decentralized P2P storage network like 
IPFS (InterPlanetary File System). SFP only references the immutable content 
hash (CID) in this network. 

3. Metadata & Discovery Layer (SFP): This is the core layer. SFP defines how 
metadata about the content (the "catalog entry") is created, signed, and published 
and found in a decentralized P2P network (e.g., a Kademlia DHT or LibP2P Pub/
Sub). 

3. Core Vocabulary & Objects 
• ContentManifest: The central object in SFP. It is a signed JSON-LD document 

that describes a single piece of content. 
Example of a ContentManifest object: 
{ 
  "@context": "https://openagentprotocol.org/contexts/sfp/v1", 
  "id": "urn:uuid:unique-manifest-id...", 

  "type": "ContentManifest", 
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  // The DID of the Author/Creator 
  "author": "did:key:z6Mkk...", 

  "timestamp": "2026-04-10T12:00:00Z", 

  // The metadata of the content 
  "contentMeta": { 
    "type": "schema:Article", // Type of content (Article, Image, 
Video) 
    "headline": "The Impact of OACP on the European SME Sector", 
    "description": "An analysis of...", 
    "keywords": ["OACP", "SME", "Europe"] 
  }, 

  // Reference to the actual content in the decentralized storage 
network 
  "contentLocation": { 
    "system": "IPFS", 
    "cid": "QmXoypizjW3WknFiJn..." // The immutable hash of the 
content 
  }, 

  // Optional Monetization Rules 
  "monetization": { 
    "type": "PayPerContent", 
    "price": 0.10, 
    "currency": "EUR-D", 
    "paymentEndpoint": "did:key:z6Mkk.../oapp" 
  }, 

  // The signature of the author, which proves the authenticity of 
this manifest 
  "proof": { 
    "type": "Ed25519Signature2018", 
    "verificationMethod": "did:key:z6Mkk...#z6Mkk...", 
    "jws": "eyJhbGciOiJFZ..." 
  } 
} 
4. The Interaction Flow 
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A. Publishing Content (Creator's View) 
1. Create Content: A journalist writes an article. 
2. Store Content in P2P Network: They upload the article to the IPFS network and 

receive a unique content hash (CID) back. 
3. Create ContentManifest: They create a ContentManifest that describes the 

article and references its CID. 
4. Sign Manifest: They sign the manifest with the private key of their DID. 
5. Publish Manifest in SFP Network: They publish the signed ContentManifest to 

the decentralized SFP metadata network (e.g., via a Publish/Subscribe topic that 
corresponds to their DID). 

B. Consuming Content (Personal AI's View) 
1. Manage Subscriptions: Lena's Personal AI has a list of DIDs that Lena wants to 

follow (journalists, friends, brands). 
2. Listen on the Network: The AI "subscribes" to the Pub/Sub topics corresponding 

to these DIDs in the SFP network. 
3. Receive & Validate Manifests: As soon as a creator publishes a new manifest, the 

AI receives it. It immediately validates the signature (proof) to ensure the 
manifest is authentic and comes from the correct creator. 

4. Create Local Feed: The AI collects all valid manifests from its subscribed sources. 
It then applies Lena's personal filtering and prioritization rules locally and 
sovereignly ("Show me articles from source X first," "Filter out all posts with the 
keyword Y"). 

5. Fetch Content on Demand: When Lena wants to read an article in the feed 
created this way, the AI uses the contentLocation (the CID) from the manifest to 
retrieve the actual content from the decentralized IPFS network and display it. If the 
content has a cost, the OAPP flow is triggered first. 

Conclusion: SFP is the architectural implementation of sovereignty of information 
consumption. It separates identity (OAEP), content (IPFS), and metadata (SFP) from 
each other, creating an open, modular, and resilient system. It replaces the central, 
manipulative algorithm with millions of sovereign, personal algorithms—the Personal 
AIs of the users. This creates the foundation for a diverse, censorship-resistant, and 
honest information market. 
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Appendix: Detailed Technical Specifications (Draft v0.1 of 
ODeP) 
Important Note: This document is to be understood as Draft v0.1. ODeP is a high-level 
protocol that builds upon SFP (for the publication of contributions) and OAEP (for the 
identity of the participants). It defines the "rules of the game" and "structures" for a 
solution-oriented discourse. 

1. Purpose & Principles 
• Purpose: The Open Deliberation Protocol (ODeP) defines structures and 

processes for a common-good-oriented, fact-based, and deliberative digital 
discourse, with the goal of finding consent instead of reinforcing polarization. 

• Principles: 
◦ Deliberative, not Confrontational: The focus is on the exchange of 

arguments, not on "winning" a debate. 

◦ Consent-based: The goal is not a simple majority, but the integration of all 
serious, well-founded objections to find a solution that is viable for all. 

◦ Fact-based: Arguments should ideally be substantiated with verifiable data 
(e.g., studies published via SFP). 

◦ Pseudonymous, but Verified: Participants do not act under their real 
names (to ensure protection), but their eligibility to participate (e.g., "Citizen 
of the City of Vienna") is ensured via a Verifiable Credential (VC) through 
OAEP. This prevents anonymous trolling and Sybil attacks. 

2. Architectural Integration 
• Foundation: Every contribution to the discourse (a proposal, an argument, an 

objection) is a ContentManifest that is published via the Sovereign Feed 
Protocol (SFP). 

• Structure: ODeP adds a structural and relational layer to the SFP manifest. It 
defines how manifests relate to each other to form an ordered discourse tree. 

3. Core Vocabulary & Objects 
ODeP extends the ContentManifest with specific types and properties. 
• DeliberationObject Types: 

◦ Proposal: The initial proposal that starts a new deliberation. 

◦ ClarifyingQuestion: A question that serves the pure understanding of 
the proposal. 

◦ Argument: A contribution that supports (pro) or criticizes (con) the 
proposal. 

◦ SeriousObjection: A consent-based, serious objection. This is the 
most important object type. It does not just signal rejection but claims that 
the proposal in its current form would harm the community and ideally 
includes a suggestion for improvement. 

◦ Amendment: A revised version of the original Proposal that attempts to 
integrate the raised objections. 

• Relational Properties: 
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◦ inReplyTo: Links a contribution directly to the contribution it is responding 
to (the id of the previous ContentManifest). 

◦ referencesArgument: Links, for example, a SeriousObjection to the 
specific Argument it seeks to refute or strengthen. 

4. The Deliberation Flow (Example: The Parking Lot Conversion) 
Phase 1: The Proposal 

1. The city administration (identified by its DID) publishes a proposal as an SFP 
ContentManifest with the type Proposal. The content describes the plan to 
create a green space instead of a parking lot. 

Phase 2: Understanding & Argumentation (ClarifyingQuestion, Argument) 
1. Citizens, whose voter eligibility VC allows them to participate, can now respond. 
2. Their Personal AIs help them to correctly type their contributions. A question is 

published as a ClarifyingQuestion. A supporting statement is published as an 
Argument with the property pro. A critical statement is published as an Argument 
with the property con. 

3. The Personal AI of each participant aggregates these contributions and can show 
the user a summary: "Currently, there are 15 pro-arguments (main theme: ecology) 
and 8 con-arguments (main theme: economic concerns of residents)." 

Phase 3: The Consent Round (SeriousObjection) 
1. A shop owner (a resident) decides that their objection is fundamental. Their AI helps 

them to formulate a SeriousObjection. 
2. Structure of a SeriousObjection: 

◦ inReplyTo: Refers to the original Proposal. 
◦ harmStatement: A clear justification of why the proposal harms the 

community ("The elimination of the parking spaces will threaten the 
existence of my and other local shops, which weakens the local supply in 
the neighborhood."). 

◦ integrationProposal: A constructive suggestion for solving the problem 
("I propose to amend the proposal so that an underground car park is built 
beneath the green space or that 50% of the parking spaces are retained."). 

Phase 4: The Integration (Amendment) 
1. The Personal AIs of all participants identify the SeriousObjection as the most 

important point to be addressed. 
2. The city administration is now, by the "rules of the game" of the protocol, required to 

respond to this objection. It cannot simply proceed to a vote. 
3. It publishes a new version of the proposal as an Amendment, which refers to the 

original proposal and integrates the objection. "New Proposal: We will convert 50% 
of the area into a green space and retain 50% of the parking spaces." 

Phase 5: Completion 
1. The process repeats until no more SeriousObjections are raised, i.e., until 

consent (not necessarily unanimous consensus) has been found. 
2. Only then is the final, integrated version released for a formal vote (e.g., via the 

Sovereign Voting Protocol). 
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Conclusion: ODeP is the technical implementation of a new political culture. It 
deliberately slows down the process to prevent rash decisions and forces participants to 
move from mere expression of opinion to joint problem-solving. It uses the Personal AI 
to manage the complexity of the discourse for the individual and to bring facts and 
arguments to the forefront. It is the operating system for a democracy that listens. 
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Appendix: Detailed Technical Specifications (Draft v0.1 of SVP) 
Important Note: This document is to be understood as Draft v0.1. SVP is a highly secure 
cryptographic protocol that builds upon OAEP (for identity) and advanced cryptographic 
techniques. It is designed to meet the highest requirements for democratic elections. 

1. Purpose & Principles 
• Purpose: The Sovereign Voting Protocol (SVP) defines a process for secure, 

anonymous, and universally verifiable democratic elections in the digital 
space. 

• Principles (The Pillars of Democratic Legitimacy): 
1. One Voter, One Vote (Integrity): The system must cryptographically ensure 

that only eligible persons can vote, and only exactly once. 
2. Ballot Secrecy (Anonymity): The system must make it mathematically 

impossible to link a cast vote back to a person—even for the election 
authority. 

3. Vote Immutability (Integrity): The system must guarantee that no vote can 
be altered on its way to the ballot box or during the tallying process. 

4. Universal Verifiability (Transparency): Every citizen must be able to 
independently verify the correctness of the final election tally without 
compromising the anonymity of individual votes. 

2. Architectural Integration & Actors 
SVP defines a clear process with several, mutually independent actors: 

• The Voter (User with an OAP-compatible Smartphone): Casts their vote. 
• The Registration Authority (RA): A trusted, governmental body (e.g., an electoral 

registration office) that checks voting eligibility and issues a VotingCredential. 
• The Validation Authority (VA): A separate governmental body that anonymously 

validates the ballots ("blind signing"). 
• The Digital Ballot Box (DBB): A public, decentralized, and tamper-proof ledger 

(e.g., a blockchain or a comparable system) where the anonymous, validated votes 
are collected. 

3. Core Vocabulary & Objects 
• VotingCredential: A W3C Verifiable Credential, issued by the RA, which 

certifies the voting eligibility of a DID for a specific election. 
• EncryptedBallot: The encrypted digital ballot. 
• BlindedBallot: The "masked" encrypted ballot, which is sent for validation. 
• ValidatedAnonymizedBallot: The final, anonymous, but officially validated 

ballot that is cast into the digital ballot box. 
4. The Protocol Flow: A Secure and Anonymous Election 
Phase 1: Registration (Weeks before the election) 

1. Lena goes to the Registration Authority (RA) once and identifies herself. 
2. The RA issues her a VotingCredential for the upcoming election. This VC is 

stored securely in the hardware security enclave of her smartphone. It is her 
digital polling card. 
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Phase 2: Casting the Vote (The voting act on the smartphone) 
1. Lena opens the certified voting application on her smartphone. She fills out her 

digital ballot. 
2. The application now performs the cryptographic process of the "blind signature": 

a. Encryption: The app encrypts the ballot (EncryptedBallot) with the public 
key of the election commission. b. Blinding: The app "masks" the 
EncryptedBallot with a random factor to create a BlindedBallot. c. 
Validation Request: The app sends the BlindedBallot together with the 
VotingCredential to the Validation Authority (VA). 

Phase 3: Anonymous Validation 
1. The Validation Authority (VA) receives the request. 
2. It checks the VotingCredential. Is it valid, and has this DID not voted yet? 
3. If yes, the VA signs the "masked" ballot (BlindedBallot) without knowing its 

content. It records the voter's DID in its "voter list" to prevent double voting. 
4. The VA sends the signed, masked ballot back to Lena's app. 

Phase 4: Casting into the Digital Ballot Box 
1. Lena's app receives the response from the VA. 
2. It removes the "masking" and obtains a ValidatedAnonymizedBallot. This 

object is now anonymous (the link to Lena's DID was severed by the masking), but 
it carries the irrefutable signature of the VA, which proves its validity. 

3. The app sends this ValidatedAnonymizedBallot via an anonymizing 
network (like Tor) to the public Digital Ballot Box (DBB). 

Phase 5: Public and Universal Tallying 
1. After the polls close, the election commission publishes the private key that can 

decrypt all the ValidatedAnonymizedBallots in the DBB. 
2. Every citizen (or their Personal AI) can now independently verify the entire 

process: a. Download the complete, public list of 
ValidatedAnonymizedBallots from the DBB. b. Check the digital signature of 
the VA on every single vote. Invalid signatures are discarded. c. Decrypt all valid 
votes with the published key. d. Count the result themselves. 

3. Since thousands of independent AIs are verifying the result in parallel, any 
manipulation of the tally is mathematically impossible without being discovered 
immediately. 

Conclusion: SVP provides a technical blueprint for elections that offers a higher degree of 
security, anonymity, and transparency than any previous system, including paper 
voting. It leverages the unique combination of sovereign identity (OAEP), secure hardware 
(smartphone), and advanced cryptography to meet the fundamental requirements of a 
modern, digital democracy. It is the ultimate tool for lived sovereignty. 
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Appendix: The OACP Lighthouse Project – A Pilot for the 
Sovereign E-Commerce Economy 
Introduction: From Protocol to Proof-of-Value 
The Open Agent Commerce Protocol (OACP) is defined as our "Lighthouse Project" (see 
Chapter 6.1). The successful demonstration of its functionality is the critical Proof-of-
Value for the seed round and the signing of the first Letters of Intent (LOIs) (see Chapter 
6.2). The goal is not mass scale, but the end-to-end proof that open, sovereign agents 
can create a superior and more profitable commerce model than the gatekeepers. 
1. Goals and MVP Definition (Minimal Viable Product) 
The OACP Lighthouse Project (PoC) aims to demonstrate the Atomic Sovereign 
Transaction. 

2. The Coalition of the Willing – Ideal Profile of Pilot Partners 
For the PoC phase, we need an alliance of three partner archetypes to validate our 
approach: 

3. The 4-Step End-to-End Flow (PoC Scenario) 
The Proof-of-Concept demonstrates the use case "Purchase of a sustainable product" 
(analogous to the example in Chapter 3.2): 

Dimension Goal Description OAP 
Protocol

Economic 
Goal

Proof of a direct, measurable Return-on-Investment (ROI) for 
the merchant (e.g., 20% reduction of transaction fees).

OACP, 
OAPP

Technical 
Goal (MVP)

Complete, seamless settlement of a Peer-to-Peer purchase 
process between two agents in milliseconds.

OAEP, 
OACP

Trust Goal Demonstration of truth in commerce: A product claim is 
cryptographically verified with a verifiable proof of origin (VC).

OAEP, 
OACP

Partner Archetype Role in the PoC Strategic Goal
E-Commerce 
Champion (e.g., a 
large online 
retailer)

Provides product data and a legacy 
shop as a validation basis. Assumes 
the role of the Finance Partner (A).

ROI-Proof: Direct reduction of 
fees and restoration of 
innovation.

Finance Partner 
(e.g., a progressive 
financial institution)

Provides the settlement interface for 
P2P payments (e.g., a Digital Euro 
API).

Innovation-Proof: 
Positioning as a sovereign 
payment provider.

Technology 
Partner (e.g., a 
system integrator)

Implements the Merchant Agent 
(Seller B) and integrates OACP/
OAPP into the legacy shop.

Market-Entry: First official 
"OAP-Certified" Solutions 
Partner (Chapter 4.4) and 
pioneer.

Step Actor OAP Protocol Flow Result / Proof

1. Discovery 
& Negotiation

Buyer AI 
& 
Merchant 
Agent

OAEP-Handshake / OACP-Negotiate: 
Buyer agent asks: "Find the most 
sustainable product X." The merchant 
agent responds with an OfferResponse.

Proof: Fact-based 
commerce instead 
of marketing.
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4. Acceleration through Holochain (Technical Implementation) 
To meet the development timeline of Months 5-9 on the roadmap (see Chapter 6.2), the 
OACP-PoC will be developed as a Holochain app (hApp). 

• P2P Transport: Holochain replaces the need to program a custom P2P layer. 
• Data Integrity: The cryptographic integrity of the OrderRequest and 

OrderConfirmation is ensured by the native validation and signature 
mechanisms of Holochain's source chains. 

• Speed: The P2P communication in the Holochain DHT is extremely fast, proving 
the feasibility of the millisecond-fast agent dialogue. 

5. Critical Milestones (KPIs for Seed Round) 

2. Order & 
Authorization

Buyer 
User & 
Merchant

OACP-OrderRequest: The buyer 
authorizes the order on their smartphone 
(with a QES-based signature).

Proof: Legal 
certainty & atomic 
linking of order and 
payment.

3. Payment & 
Settlement

Buyer AI 
& 
Finance 
Partner 
API

OAPP-PaymentAuthorization: Buyer 
agent initiates the P2P payment to the 
merchant's wallet via the partner's API.

Proof: 
Disintermediation 
of the payment 
chain.

4. Completion 
& Data 
Sovereignty

Merchant 
Agent & 
Buyer AI

OAPP-PaymentConfirmation: Payment 
is confirmed. The merchant agent stores 
the transaction details directly on the 
source chain of the buyer agent (with 
their permission).

Proof: Merchant 
gains a direct 
customer 
relationship, no 
central data silo.

Milestone Target Date 
(Based on 
Roadmap)

KPI for Validation

PoC 
Development

Month 9 (Q3 
2026)

A fully functional, end-to-end transaction flow is 
demonstrable.

Founding 
Partner

Month 9 (Q3 
2026)

At least 1 E-Commerce Champion and 1 Finance 
Partner have signed a binding Letter of Intent.

Developer 
Adoption

Month 12 (Q4 
2026)

First OACP/OAPP SDKs (reference implementation) 
are available. Completion of the first OACP Hackathon.
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